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« BIFTRGIERFZEMIH
« Weibo: @ARGV

=8
(GIT AT AN S50 )
{ELKstacktXEktgra )
A
{Puppet 3 Cookbook)
{Learning Puppet 4)
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@iz | ITZdiz
EE=I ] SA, SE, OP, DevOps,SRE?

a5

SOMETHING. SOMEWNERE H"EN?' ?'.EF?F.’I B.-'!-}" WRONG

J&iffDave O'Connor: "sort of Devops is
to SRE as HBase is to BigTable."
https://www.quora.com/Is-SRE-

Googles-version-of-DevOps
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» FHIXLEDevOps-ready

~ Develop Test Deploy Maonitor
‘)git e G“?Jenkins C ‘ Nagios’
] '
PERFORCE Mmaven A ﬁ Jenkins @ Quaws
"""“::"‘”‘ (s gradle @ o) Visual Studio N
\_ © Bitbucket Y, \_ ‘ tion Serve *icincA d}
i " duty
— log — Configuration Management ia_ff oy
L S \
GRAYLDGZ ;r..1f La
u'\et ol e &> docker WL s
papertra” puppet  CHEF  ansisie C|DUCJMQ[:;;°:3
[ togstash CFEngine \f clovamad @ Lantana
loggly . \ /
splunk> Security Collaboration Platform —
B sumologic st
aitithreat stack § ;Z pslack m% &?‘!’
A Upstart s . .
cloucMED ) i = clouaMAaPD Dd Vlsual'Sl.LI(::hn . @wm D irvolve
/ J

@iz | [T

I FLA . {74048 DevOps-ing?

?

— ~ ®
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PEE N LA |, {R%0{e] DevOps-ing?
3. E
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ZH , TEHY,

XZJHYIEE

EiR(E

- PE |, IBHRRRY

« alerts

* reports

* metrics

« exceptions

-, TS TEREY

Copyright © 2017 JtRIIFEEEBEABRAE
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© PR AS ERFER.
KRS RZAFEE—MRMGE | BEMR T4
wE’chff_%J:E’J#Jliﬁ

s BT iR 7 WEEHW%_WMELQ%E
BT S BEIES RIS, , XA BIE . TR
IZRANLL.

- BBERARNAR , KREGRRIKE | EREUERIKENEEE
117,}55273__[550

N
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Monitoring Service Desk

(Observe) (Engage)

Automation
(Act)

Business Value

« Gartner 2016.04:
o 20195 , 2B 25%MtIEEEITFE SRIAIOpsEE |, XN EFEBBIEAZEI5%,
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PPEESI ] What's inside AlOps?

« = X{EF :
- BRE. BZHEINRRFISHEEE ;

* BED TS A CE TR GTARF A LRI SHYE
ETFX

» RIBRIREER e |, REIRISRYREES
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PPEEEI | What's inside AIOps?

- [hBF

7_ E—1 ’Ij(ILJ\_F 1"3 géznu_
e, TR | 3

S RIS EF

RS R
- R

2k
EHITOMT. IBERBERYIAE
Wi, SHEES

BRI , X

2N

AIFEIRE 1SR

Copyright © 2017 JtRIIFEEEBEABRAE

SABE S HTHEL . EIJ@
ERY B ARIRERE

Eggl/llkﬁL E& /—.IT|E_|5|=E}_L/-E




PPEESI ] What's inside AlOps?

« WA
o REUEFINBEZIHON , SCEILAEEE 0 AYA]
IIEFOMERE T ;

+ LA AOBIRSAY REIRMEITOAER |,
EEA0SIEMAINL S5 734
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PPEEEL ] What's inside AIOps?

+ W\ TRGER) BAIOpSEN : 5IEH. EIMLES. BRES. 2

SYSTEM OF ENGAGEMENT SYSTEM OF RECORD
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| What's inside AlOps?

- INIERS BEFEFEERN , EERSSEE ; (StatsD, CollectD)
o IBRAES: AFCRAIRNRERE |, F5CMDBXEX ; (Jira, GitLab)

Balft RS BaliTEICSEHRIBRRIIZA ; (Puppet, Saltstack,
Ansible)

- RERG: FIRFNEo A EERIEERSHA |, LIR—LEHR D
{28 ; (Nagios, Zabbix, Zenoss)

y *SZ}J_CJ_EIE&( Zifr. BIRTERINGERR. REFFIETREARES B
E
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ISEESI | What's inside AIOps?
M T8dEiRR] BAIOpsEER « K&, FiE. o, AW

%
Business "
Value o%eemﬁgns DevOps
Dashboard

Applications for IT and Business Users

Presentation Layer (Visualization and NLP)

Analytical Learning

S Deep Real-Time
ITOM Tools and (Pattern Discovery, Analysis Analysis
Other Applications Anomaly Detection,

Machine Learning, NLP)

Data Collection

Data Sources (Private and Public)
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&4

TCP/UDP s

Sysioy am——

Socket

Forwarder
Application Logs
arflogs
Application logs
Indexstore
arflogs
Java
‘Windows
Unix <

Cisco s

HPC Server

Univa Grid Engine

MySQL s

Juniper Firevall

Postgres

Docker 4

Oracle coherence

NGINX <
MongoDB «
Cassandra

Apache Webserver ams®

Network Sec

_ Network

File Sys-lem

P Naiive Apps  Collectors

Snort

Y I

Packet Capture

s Rootcheck

s Log Moritoring

Third Party

= Fie Integrity Moritoring

Realtime traffic Analysis

Packet Logging

SYSI0g SEVCy e Accepts Sysiog from any device

Network

- Accepts raw log data
Sacket Server

Packetbeat
— Capiure network Data

Paging Iniout
Page fauits

Memory Utiization

Cache

Chassis Temperature

Sensors
Fan Speed

CPU Temperature

T CPU Utiization
Context Switching

—Packet Metrics
N

= Network Errors

Disk Time

Disk Utilization
Disk

Disk operations

ey

Sz | T2}

> ttp json

haproxy

g Apache
AWS Cloudwatch

hup response
infiuxan

ipmi sensor

" tpg

phpfpm

phusion passenger
postgresql

= prometheus

puppet
z0okeeper
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PR | oFSHIRTRFR R

- (NEREHISHEBAIERIT , BEIFIHRINRA
RIARIR 7 SRR,

DASHBOARDS
) 1. Check System Health
Start . i  — 2. Check Component Performance
R N ! s i e L4 : N 3. Root Cause Analysis
« | 2 “{.,'3;&‘ Lesotuto Resolved
- - i Issue resolved without system
expert
3 4 b 1. Check System Health
9 i J Report 2. Check Component Performance
- oy 3. Diagnose failing component
o 4. Access error report
Insight Gained
Escalate
Provide system expert with
detailed report.
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« "Alertmanager ... takes care of deduplicating,
grouping, and routing them to the correct
receiver integrations such as email, PagerDuty,

or OpsGenie. It also takes care of silencing and
inhibition of alerts."

« -- prometheus.io
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° jT_J:LE q?
X ZEFRER
@wb>

HMEE

-
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R

« B—spl&E | SRR [HRER IS EAT

2s] | BERFHEHE: 7|

bucket timestamp span=1h as ts

| stats avg(request time) as avg by domain, ts, ft&%c

439 avg_ KT 2,
- IXEHEFAEEUREE
request time:>10 AN

TEZEHRAIATE |, Rmit
D upstream resp_time: <195 H

ST L, ATREREE

BRI AR,

- BAJTLUEX MERBRT R, ARE [T RER] L
&T:%Jé BR, AeEEXFNS EHMFATIRIN
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SEE 1 BRI EHIdjang ot

o HZEZFR : {{ alert.name }}<br>

- BRI

{{ alert.strategy.trigger.compare _desc text }}<br>
« ARESEANRIRSRERAIRERIAINT ¢
« {% for hit in alert.result.extend hits %}
 {{ hit.raw_message }} <br>
« {% endfor %}

- BN IHEXED
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o HERFR : BIFE Y NAT BT 2s

. RS avg BIEXT2

« IBESMARIRS FENAEELIEWNT

« 219.134.34.124 - - [15/Jun/2016:14:21:06.588 +0800] "GET
/index/login/ HTTP/1.1" 200 1938 "-" "-" "-" 13.21 0.030

« 219.134.34.124 - - [15/Jun/2016:14:21:06.588 +0800] "GET
/indexjsp HTTP/1.1" 200 10326 "-" "-" "-" 10.22 0.301

« 219.134.34.124 - - [15/Jun/2016:14:21:06.588 +0800] "GET
/index/login/ HTTP/1.1" 200 1938 "-" "-" "-" 14.20 0.103

- EWIMASHEIXERSD.
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SRR T A TSR

VAR NN

- RS EERIRLIE
* SRR KERBERDHT
. E)J%SIWEE’JE%MAJ

- FARSHRRER
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1 AFEE I SIRRIRLE
- PRISEAUSRITTR, J0%MRTF LM

OH NO! THE KILLER || BUT T0 FIND THEM WE'D HAVE To SEARCH
MUST HAVE FOUOWED| | THROUGH 200 MB OF EMAILS L{D NG FOR
HER ON VACATION} || SOMETHING FORMATTED LIKE AN ADORESS!

i ﬁﬁ“‘“ -
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S | (T2}

S | AEES (v ZuERIANE
- BinfEIRGER |, BIVss I & EZB AR EN]

RESRED

Y]

ETEABENN BIFRE- B FSEFR. FROL R
119.177.231.170] - - [[09/Nov/2016:15:54:27.748 +0800] "GET [Jindex/login/ J7{ gw_address=192.168.11. 1&gw_port=20604&gw._id=05391x009979&mac=_20.02:af:2(-9a:5 B&ur| =httpk3A/ [andmlbf.t.jinshan.com/103d/ h_msg_error¥%26channel%301000000 D10000002%26install_channe
%3D10000002%26version¥3D212000%2 6imei%3D3570700511 HID4E0H CT-19300%26 releaseX30D4.1 D1 D720_1280% mOchn2 5cpu 1%3 Darmeabl-v7a%26cpu2%3Darmeabi%2 6 uidi3 D02 GcoresX3D4%26did%3097 xncmazdradirS gygy7yyrhn
id_id%3Dy 574951% 3Dcheetah fasi26errmsg%3Deause’253A0rg json JSONExceptionk2s 3C%2521D0CTY lang.String#2Bcannot P ONObject252C%2B 24253 AparseX2B

Bnotex2BfailedX26erm30- DWIFI) HTTP/1.1" 200 2341 “-" "Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-19300 Bull

[1ZOS4K)" "=

% 101.20.143.235 - - [09/Nov/2016:15:55:28.820 +0800] "GET /index/login/{ gw_address=192.168.11.1&gw_port=20608gw_id=0316YJ000364&mac=00:0c.e7-82:17.538&url=http¥3A//192.168.0.1/ | HTTP/1.1" 200 4605 " "Apache-HttpClient {UNAVAILABLE (java 1.4)" -~

ENEE:

A <clientip>[A J4}{A\[\n]*\[(? <datetimes [AY]] +){A"\n)* \w+ \s + (P<urlpath

M7\ 2P <urlargs >[4 |+)

et
EANREERE
#®E  timesamp raw_message E
@ 2016/11/09 15:55:26,821 m[j:-:auilﬂ 235 = = [09/Nov/2016:15:55:28.820 +0800] “GET /index/login/7gw_address=192.168.11.1&gw_port=2060&gw_id=0316Y)000364&mac=00:0c:e7:62:17:5 3&url=hIIpXk3A//192.168.0.1/ HTTP/1.1° 200 4605 “=" "Apache-HupClient/UNAVAILABL [—
@ 2016/11/09 15:55:26.618  112.251.194.69 - - [09/Nov/2016:15:55:26.818 +0800] “GET /index/login/7gw_address=192.168.11.1&gw_port=2060&gw_id=0539/5901329&mac=18:a4:5f:fc:8c be&ur|=hipX3A/ /drm.cmgame.com/egsb/gshare/switches HTTP/1.1° 200 1942 = BIOEEHE
~ 113 116 106 R - - 100 /Mo INTR 155575 K17 LNRANIACET Hinday fnainZmu adrdeace=107 162 11 1Raw narf=206NRmu id=NT755ATTTRAmar—A2- 0T Nh de da R2kaird—hin¥aa | ifile markat visami ram thamhnsil lanm wl R0 FaindSnn i 7ThRarfRos Theot S

Copyright © 2017 JtR{EHEEBHEABIRAE




I FFEC SRR E

- HHEBEE

. HadoopHiMapReduceBELLitabE

- W= -

o« ELKRYFSCANIE | IEAEESMH SRR A B RIS
#UE

° J'Efmu'f_%ﬁ ;’; :

. Zj_:i:%]li_?iéﬁﬂﬂ“ , XSRS ET
L

(GBS Ry B LSRRt

H

T
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2055 | [ET e oN s
Bl F AR AI AL

FERE = logtype:apache | parse "(F<clientip>(Z:\d{1,3)\. ¥3Nd{1,3D.*"HTTP/\d\.\d\" \d+ (7 @ | E-1d ~ [ now
<bodysize>\d+) " | eval bodysize=tolong(bodysize) | stats count(bodysize) by clientip

IEZERE.. S{E: 82,603

11/28,20:30 11/29 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00
B it
205 « 245 ]
clientip count(bodysize)
121.228.62.220 2827
124.128.38.202 2600
122.189.64.59 2160
180.107.79.77 1861
121.11.157.146 1682

-D

| ITZ<mmis

Copyright © 2017 JtR{EHEEBHEABIRAE




©fiz | [TZami}

I FFEC SRR E

FIEN | 38 NARERFERZRAY

.+ BRRINE
- BYFARERIEN , BalzAZIBFEZRAVET

+ MR
'_Umrgﬁiﬁﬁ
- 4EeMtREMERE | BiR=.....

B L ?
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L2052 | EREIPININPS S}

- —IEZRT |, KT

ERN=BHE—IDXEX ;
« IERIA
 FIIRSIRR Z [BIRYYE

EEHEASE. EAIRINID ?

AHEERIBOE |, SEEIELERTS

RE , EB CHARIRER
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{"timestamp":1491985634000, "sid":1, "module":"a"}
{"timestamp":1491985634000, "sid":2, "module":"a"}
{"timestamp":1491985634002, "sid":1, "module":"b"}
{"timestamp":1491985634003, "sid":1, "module":"c"}
{"timestamp":1491985634003, "sid":2, "module":"c"}
{"timestamp":1491985634004, "sid":3, "module":"a"}
{"timestamp":1491985634005, "sid":3, "module":"b"}

. LL‘R’:’%*E_E R FEEE T ZIDEREX |, RIS ZAFN Y
15 KEREK,
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SIRKER T el ¢

Sankey Diagram

==
ICA
~\ rizhiyi.com

BTN Faplgit:

* | transaction sid with states a,b,c in module results by flow

A LASEI T RS

fromstate  tostate _duration

— a b ©
a c 3
b c 1
a b 1
AEBN—ERIT
#* | transaction sid with states a,b,c in module results by flow | stats count{), avg(_duration) by fromstate, tostate

M RAEE R ELTHER:

fromstate | tostate count() ave(_duration)

a b 2 15
a c 1 3
b c 1 1
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ganglia.webs. m n - = .apache_requests_per_second.sum
— é ' score: 0.0 | Add Exclusion Filter | Add To Collection
\ \ n N\ 2013/06/11 08:45:15: Value:20.68
Zd N\~ I A
22 { a | |_‘J
B \
S| [\ ~— I
— L L =
~J r— L S

——
° 7|<“’ >< %_\ H§7|< 2l
- 7_|_ 20]
08:45 08:50 08:55 08:00 09:05 0910 08:15 08:20 09:25 09:30 09:35 09:40 0945 08:50
° 1 Hour
 EtsyHYOculus
/ \’ ° ganglia.webs. s S .apache_requests_per_second.sum

score: 465.40076 | Add Exclusion Filter | Add To Collection

. FastDTW

08:45 08:50 08:55 09:00 08:05 08:10 09:15 09:20 0925 09:30 09:35 0940 09:45 08:50
1 Hour

ganglia.webs. .pkis_out.sum
score: 502.51923 | Add Exclusion Filter | Add To Collection

6500

& J\
-\/wl .“" il
A¥)

5500 1 = v

08:45 08:50 08:55 09:00 09:05 0910 09:15  09:20 09:25 09:30 09:35  09:40 0945 09:50
1 Hour
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RELEARIRCA

- Uberflargos&4t,

 nodesZ[a]HYweight
RTE T EEN,
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IL;\
rizhiyi.com _l_ -

 IBMBYpredi

RELEARIRCA

ictive insight

* granger cause

« |If past values of A and B can predict future value of B better than past
values of B alone, Then, time series A granger cause time series B

| @ @ - Q-2 B -W-®- @




SR

 BlRtalEE
e rare#tit ?
* [AELIREL ?
* Box ?
« Histogram ?
. BTSN -
« IS ERFN : #E% ? =T ? SHAREE ?
« ZTCFN : PER4E ?
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 FacebookE&F2 BNIFFREAIProphetZE, (R/Python)
 Yahoo!fxrEXEFHERJegadsZE, (Java)

- TwitterfrXgEFFEAJanomalydetectionZE, (R)
 NetflixfE20158FFRRYSurusZE, (Pig , EFPCA)

« Etsyf£2013FFiRAYskylineZE, (python)

« Numentaf®2013FEFFRAINUPICE, (python , EFHTM)

« RRDtoolfE19975F:CIFIHWPREDICT, (C , &3 holt-winters)

Copyright © 2017 JtRIIFEEEBEABRAE




©fiz | [TZami}

2052 | NIEINCRNINERESTHI

« —MRENITIESF , WFEREEEEGEEE , EEFTH.
« Simple exponential smoothing
« Double exponential smoothing (Holt" s linear trend)

« Seasonal triple exponential smoothing (Holt Winters)

« ADEWa, B, y=128, TEEXK.

« best model select ( Akaike information criterion )

* best smoothing parameter optimize ( i Nelder-Mead simplexyEZ&HLHLE
%, SK1GER/MIMSE )
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552 | WEEZNCANENEREA TN

HlinEE . starttime="now-1d/d" endtime="now/d" * | bucket timestamp span=15m as ts | stats avg(apache.status) as avg_
by ts | esma avg_ timefield=ts futurecount=24 | where typeof(_predict_avg_) == "double” | eval time =
formatdate(ts, "HH:mm"} | table time, _predict_avg_ | join{type=|eft time [[ starttime="now/d"
endtime="now/d+3h" * | bucket timestamp span=15m as ts | stats avg{apache.status) as avg_ by ts | eval time =

= ormatdate(ts, :mm able time, avg
#  formatdate(ts, "HH:mm") | table t i ¢
@ ¢ 1 n 3 2.
XEFE 236 2325
time -
232 230
YHIFER:
o
...predict_avg_v AhiE - o -
5 228 2275 &
'E 1
avg_ - BEE - | O 5
224 225
SHMEF B
220 2225
Il . S o o A o X T T e e S B R S~ R < R S B
F F & F P o o e g P PP PP ST H PP P P

-8 predict_avg_ -+ avg_
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2552 | oIty

- [RS=REIIARKELFTEY & ? RAEROIBC
HUBEERENAK,

- REWEEZRIIRSESER , = HETiull,
1. SEEMERLE
2. PR
3. Zoiil
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Ll
7| &~ Vi # L Vs - t
X wotal-disk-ac
[l P # 7 i s = '
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7S RAE FEHT (s)
KNN 7.1043% 31.65
2P RH 19.2408% 0.38
MLP 1 £5 [¥] 2% 9.7343% 0.39
M5PA [H] )5 6.4732% 0.42
BEHLARA 6.2794% 1.65
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FEIRSH [ZHEF] 54 B2AIOpsH [KEUE] #—EBEZ4
BEE%EI’J [/N&E] HY73 3.

- TR
- BIERER , SIEBEFEEEENEIE. 5. IREAFEE ;
- YIIBRIE , S ERFAREEFIABRCPU, 10, MEMZRIREIE,

« ImieskgEDockerg & k8sHyXiE1E ?

e ;‘;ﬁ:‘*ﬁ%éﬁﬂ%ﬁ FEHENMEDIRIER | XNERIFREES
™

Copyright © 2017 JtRIIFEEEBEABRAE




©fiz | [TZami}

RIS EE

« MAEFFRYSCRY T |, ZERIESS L.
- (FSEEERIIN B :
1. XIHEFRAYKIllE,
2. CgroupR&RpRH,
3. CPURYEID RTAE.
4. BETFlaaSHUEEHS,
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% = 7=

kill 5 ] B 1B B AL AT H AT A T
cgroup A] LR B oS4 B AT 2540 B

B R A JR] g 78 43 A FH A H R EEKR

laas HA IR & PEEERT VAR, EHEREKR
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HY

= | FelkSHRIRE

. ATRETAY :
FRAURESEPNACT RESHEEEE. NE FR%%,

- IIIIIIlIIIIIIIIIIIIIIIIIIIIIIIII.I

ok
10/12 12:00 10/13 12:00 10/14 12:00 10/15 12:00 10/16 12:00 10/17 12:00 10/18 12:00 10/19
TR e it w7
overview ' si10 Qe « <B Z. 3 W 5 Gp S0 Tk
apache timestamp B
»  2016-10-18 ame :baimi ostname:192.168.1.26 tag: test7e HEEETFX
19:56:41.752
= 58.208.161.64 — — [18/0ct/2016:19:56:41.752 +0888] “GET /index/login/?gw_address=192.168.11.1&gw_port=2068&gw_id=8512GY
@BPOTBEMac=a®: 82:1F:@b:65: F4&url=http%3A//usr.mb. hd.sohu.com/getts.json HTTP/1.1" 288 1937 “-" “Dalvik/1.6.8 (Linux; U;
Android 4.@.4; GT-57568 Build/IMM7ED)" "-*
»  2016-10-18 ! baimi hostrame :192.168.1.26 tag: test7@ BEEETX
19:56:43.755
e 116.22.100.133 - — [18/0ct/2016:19:56:43.754 +@8@0] "GET /index/login/7gw_address=192.168.100. 1&gw_port=20608gw_id=020A

1579&mac=a@: T4:50:34:ec: 24&url=http%s3A//omgmta.qq.com%3AB8/mstat/report HTTP/1.1" 288 1936 "-" "

i)
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PPEREIN Let's move to AIOps.

DevOps Movement

Continuous Continuous Centinuous Continuous
Waterfall Agile Lean Integration Delivery Deployment

'2)
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* DevOps
« Machine Learning
 Search Engine
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