
Source Code Analyzer 
Based on Clang



montreal

 High customized and flexible static analyzer for ObjC 🎉



Why we need this?

1. Checkers in clang static analyzer are designed for 
generic bugs/problems.


2. We need a deep analyzer to help new employee to 
understand project code quickly.


3. Drive myself


4. Just for fun 😜



Use it for:



Choose Proper Interface

1. LibClang


2. LibTooling


3. ClangPlugin 



Choose Proper Interface

1. LibClang


2. LibTooling


3. ClangPlugin 



1. Plugin based on AST


2. Plugin based on static checker

Implementation



ASTPlugin Arch #1

one rule



ASTPlugin Arch #1

multiple rules …



ASTPlugin Arch #2



CheckerPlugin Arch #1

one rule



CheckerPlugin Arch #1

multiple rules …



CheckerPlugin Arch #2



checker based on AST



checker based on AST



checker based on symbolic execution



So, how it works?�



#1 How plugin works



Clang is a set of libraries



load plugin library in runtime



#2 How RecursiveASTVisitor works



polymorphism in OOP

1. function address resolved in compiler time


2. function address resolved in runtime



liskov substitution principle



but … for this case?🤔



curiously recurring template pattern (CRTP)



Bonus

CRTP won’t work in Swift, it is a bug actually



Bonus



#3 How static analyzer works
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capture from llvm-dev talk 



Thank you😎

#swordlinker


