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containerd: what is?
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containerd: why CNCF ? A

—

- -—

why CNCF?

nically managed;

Alignment with CNCF goals
: a
. cloud native: container packaged, dy"

micro-services oriented
. containerd’s goal is to be a grea

native systems
Alignment with CNCF projects
. uses GRPC, exposes metrics In
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CRI ( Container Runtime Interface , Kubernetesaz51=17H#E 0 , BHkubeleti@d , =5l assiISE D
FEAEE )

OCI ( Open Container Initiative , #ERIF RGBS TITAVIRECZHEZR , FHCoreOS, Googlef(]
DockerHE&iE ; Eﬁuhﬁﬁﬁ{%ﬁm . IBTEHEEE |, AR runcz{TEERE ) .
CRI-O=g1/9Kubernetesii#{tIn g | kﬁzAlphaJﬁZIKBﬂEﬁo

CRI _—

protobuf grpc T time i |
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@ KubeVirt - Kubernetes {EAREEF RN Ft—1= 6 ITZxLif

M: Managed by KubeVirt
TPR: Third Party Resource
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1. virtlet

[BtFERE N 7 1L Kubernetes gESIZINEEEIINIEIR |, virtlet 5 KubeVirt BB 1R—
2, (B0 ATV XA Y Kubernetes CRI E’J?fo/ﬁykf)u , BBITF pre-alpha BfiEg.

2. Frakti

Frakti &/ HyperContainer BY Kubernetes CRI 3t , 12 & & Kubernetes
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Fetch Catalog (GET /v2/catalog)

Open Service Broker API LA Kubernetes Service Catifg
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Broker API Fundamentals
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PG Return listing of Services and Plans

Provision Service Instance (PUT /v2/service _instances/:id)

Sync or Async Provisioning Result

DELETE on Binding and Instance resources to de-provision

Create Binding (PUT /v2/service_instances/:instance id/service bindings/:id) 8
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Returns access details (service dependent)
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@ Audit in Kubernetes
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kube-apiserver
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2. docker-init
Docker 1.13}

docker
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3. Systemd

1.ESystemd LAFEES *ﬂ*ﬁ:LYi@ﬁ%P\JJ:ﬁ AR EAY init BUER | L_HHEEEI’J%J\?I‘il?‘kxe_ﬂ«)\"ilﬁtf--
[EZERpis ==

LAN A%

=) =]

BRE{EH dumb-init
Bt dumb-init FEETLAT . iX#E dumb-init LA PID 1iz{T , Bsh—/M#EHHIE
R 91X BT W FRYSEFRHFEPID BEEAZ1 T . ZJEM dumb-init I
BB o AELERY

f7

B

@ SRNASSEIIIAL RS

XIEBITHEESSLL , &B2PID N1V EdHAIETIFIER |, FIEEEEA init KFEREA. LL dumb-init 341

NEEERBEEGRANTE L dumb-init 2% , ARTESIIRAR Z;Eﬁﬁ/v\ﬁ

/ /\ﬁ'ﬁy

wA/9 dockerd HIEFRIN T - - init Fxic , W
~BamlhassE6) PID A1NEFPIEIHETRS init Z%., BT, FAIRTLLE
HAT SRS |, 1813 - -stop-timeout fERE:
WA, aJLLU@iddocker info BJLAEZ! docker-init f XA,

REHERN NN 7 X MEIC

. =818 OCI Systemd Hook BILASZ#XF

)

7|<o

-

I

ERBERIFFIEEESER

-

WEEsdisESE=S =i

18 - -shutdown-

AN UIER HAYIA)RR,




Helm/Tiller/Charts — SN AHREIE IT2Xi7

KubernetesfYN B EIESE , ¥LITFLinuxBAyum/apt ; HelmAaZEFig, Tiller9fRSBim. Charts g
M FRRMAEIA S A

(houming@rmbp ~/helm charts/mysqgl$ 11

total 32

-rwxr-xr-x 1 houming staff 288B Jan 1 1970 Chart.yaml
-rwxr-xr-x 1 houming staff 4.6K Jan 1 1970 README.md
drwxr-xr-x 8 houming staff 272B Feb 9 14:07 templates

-rwxr-xr-x 1 houming staff 1.0K Jan 1 1970 values.yaml Helm (CLI or REST)
(houming@rmbp ~/helm charts/mysql$ 11 templates

total 48 search/install/upgrade/rollback
-rwxr-xr-x 1 houming staff 704B Jan 1 1970 NOTES.txt

-rwxr-xr-x 1 houming staff 516B Jan 1 1970 helpers.tpl

-rwxr-xr-x 1 houming staff 2.5K Jan 1 1970 deployment.yaml

-rwxr-xr-x 1 houming staff 697B Jan 1 1970 pvc.yaml

-rwxr-xr-x 1 houming staff 642B Jan 1 1970 secrets.yaml

-rwxr-xr-x 1 houming staff 365B Jan 1 1970 svc.yaml

HTTP Server Tiller in K8S Cluster

charts repository

— &5 N B EIAMER

Imazhelmas< , Mcharts repoR
HiER, BPENA




Helm WAHZBEEINFEE

1. CoreOS Quay 5=k Helm #EHZE— Kubernetes Application Registry

2. £ Helm F/3 DevOps iffEHYE

\ g

1. Commit

Developer Workstation

3. Build & Test

Container Registry

Kubernetes Cluster

prec n o s
-

docker

K8S
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Iptables —t nat —L —n
Chaln PREROUTING (policy ACCEPT)

target prot opt source destination
KUBE-SERVICES all -- anywhere anywhere /* kubernetes service portals */ € 1
DOCKER all -- anywhere anywhere ADDRTYPE match dst-type LOCAL

Chain KUBE-SEP-G3MLSGWVLUPEIMXS (1 references) € 4

target prot opt source destination
MARK all -- 172.16.16.2 anywhere /* default/webpod-service: */ MARK set 0x4d415351
DNAT  tcp -- anywhere anywhere /* default/webpod-service: */ tcp t0:172.16.16.2:80

Chain KUBE-SEP-OUBP2X5UG3G4CYYB (1 references)

target prot opt source destination
MARK  all -- 192.168.190.128 anywhere /* default/kubernetes: */ MARK set 0x4d415351
DNAT tcp -- anywhere anywhere /* default/kubernetes: */ tcp t0:192.168.190.128:6443

Chain KUBE-SEP-PXEMGP3B44XONJEO (1 references) € 4

target prot opt source destination
MARK all -- 172.16.91.2 anywhere /* default/webpod-service: */ MARK set 0x4d415351
DNAT  tcp -- anywhere anywhere /* default/webpod-service: */ tcp t0:172.16.91.2:80

Chain KUBE-SERVICES (2 references) € 2

target prot opt source destination

KUBE-SVC-N4RX4VPNP4ATLCGG tcp -- anywhere 192.168.3.237 /* default/webpod-service: cluster IP */ tcp dpt:http

KUBE-SVC-6N4SJQIF3IX3FORG tcp -- anywhere 192.168.3.1 /* default/kubernetes: cluster IP */ tcp dpt:https

KUBE-NODEPORTS all -- anywhere anywhere /* kubernetes service nodeports; NOTE: this must be the last rule in this chain */ ADDRTYPE match dst-type
LOCAL

Chain KUBE-SVC-6N4SJQIF3IX3FORG (1 references)
target protopt source destination
KUBE-SEP-OUBP2X5UG3G4CYYB all -- anywhere anywhere /* default/kubernetes: */

Chain KUBE-SVC-N4RX4VPNP4ATLCGG (1 references) € 3

target prot opt source destination

KUBE-SEP-G3MLSGWVLUPEIMXS all -- anywhere anywhere [/* default/webpod-service: */ statistic mode random probability 0.50000000000
KUBE-SEP-PXEMGP3B44XONIJEO all -- anywhere anywhere /* default/webpod-service: */
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STEUESmEmSRT |, METERFRERHY Cluster 258U Service 2{FF IPTables fENIRS
G EYERS , (BE 9 IPTables KEAEHIZITHRAED LB KEHRY , BEEIRFSHY
F =SS, [PTables RINNI&SBEEE , XiEHRAAIEE R BAEIRHRVIRSS LA
SEIR |, R AINEMIBR— AN BB ALER.

ITRLNAAZIE=RY , MEACEIRIFMEANERE NHE , BEZSARBIEERS
HIANRZEIE |, XEFE—MIRERERHZ [PTables 8 FT—5SANIAT=1E
[PTables $i{F , XIFRNERERSBHEARE—EERNT R , HeEAAZS &
B5T MRS (4B5EAN ) BY , SID—FANFERT 1190 ; A28 1 RS (16555
AN ) B, SI0—FZRNZEZE SN,
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Where is latency generated?

* Long list of rules in a chain
* Enumerate through the list to find a service and pod

In this test, there is one entry per service in KUBE-SERVICES chain.

8000

7000

6000

5000
Service Access

Latency (us)

4000

B First Service

3000 B Middle Service

2000 W Last Service

1000

0 -
1 1000 5000 50000
# of IPTables Rules

1 Service (ps) 1000 Services (us) 10000 Services (us) 50000 Services (us)
First Service 575

Middle Service 575
Last Service 575

i

D
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{5 "IP Virtual Server” (IPVS )3 &&#3R1 kube-proxy 599 IPTables LI |, 1XHF
ek E AR A AN B BeHI R EIIEHINEENSTFANE. RN F.
42 “IP Virtual Server” (IPVS) IR ? {9 Linux Virtual Server(LVS) InBHAY
—&555 , IPVS 2RI Netfilter HAERSIUSREHSESE , S23% TCP F1 UDP il
ZEFBMREIIERT - NAT, BEEEA (EY MAC E50I —ERH ) FIP fxE.

IPVS faEIEMRIE kube-proxy &EF MK EARIEINA D |, o2/ =80

Kubernetes B917/8 , 1B13/182X kube-proxy [5a12%% , £ mode=userspace #]
mode=iptables B9ERH_E , 1#i0 mode=IPVS BIa]EHi%IEE. HNENIXEEERT I
fEA IPVS & , HMIIFLNAYAYE)ER IPTables 1BEEBRARIRET . STABRSAIHIRNZRIN
T 11535902 7227 | 28 M IRSSETRLRAINET BB SN NTiEE] 72280 |, [
ESTEER AL NRSFERT | HRiRSHINESTERBEBEXAIEEST , BJW IPVS5E
E R LS ARIERIRSS R =,
https://github.com/kubernetes/kubernetes/issues/44063



https://github.com/kubernetes/kubernetes/issues/44063

5FH+1 Services - IPTables vs IPVS Zx0#8 M E18]

Measured by iptables and ipvsadm, observations:

» In IPTables mode, latency to add rule increases significantly when # of service increases
» In IPVS mode, latency to add VIP and backend IPs does not increase when # of service increases

# of Rules _ 40,000 160,000

_IPTabIes 2 ms 11 min | 5 hours

IPVS 2 mSs 2 ms _ 2 ms
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