\»
" ERAREMR <HDG> g | w0 snmmEr 25

HUAWEI

HUAWEI

CloudOpera IES
API 7148

BI=

eI T




-

#8759 CloudOpera IES APIs 9142 oy RES— e

CloudVPN
Wit

A Y55 R XE
LS5 E XEAE S
a5k 55
Ak 55 A%

TR Rk 5E R
Bl 55
IR 55

B TR RE T 2k 1AL Bl B8 A
REES

HUAWEI

/catalog/v1/servicedefs
/catalog/v1/servicedefs/{servicedefld}/details
/servicemanager/vl/services
/servicemanager/vl/services
/servicemanager/vl/services/{serviceld}
/servicemanager/vl/services/{serviceld}
/servicemanager/vl/services/{serviceld}

/cloudvpnwatch/v1/traffic/connections/{connect
ion-name}/{metric}
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“servicedefid”

Q) i L5 E U M ) “template_id”
(3) filZCloudVPN

Mk 5% 58 Aok 2518 FHR [ “service_id”
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@ #rif13E A CloudvPNiIL S
XTIV “service_id”;
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“CloudVpnName”
“bandwidth”
“service_name”;

(3) i CloudVPNHI R &E;
(@) &2 CloudVPNT R 75 B
® MK CloudvPNl %
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GET /[servicedefs

ServiceCatalog

Summary
Query MS Definiticns
Description

Query all the NS definitions available to the current tenant. curl:

curl -i -H "Content-Type:application/json” -X GET
"https:/faccessip:port/rest/cataleog/vl/servicedefs”

Responses

Code Description Schema
rGetServiceDefinitionRsp {
totalhum: » integer
pagesSize: » integer
Operation successful totalPageMum: » integer
currentPage: = integer
data: =[]

Parameter error

Internal error
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GET /rest/catalog/v1/servicedefs HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:
MIIETAYJKoZIhveNAQcColl[EPTCCBDkCAQEXDTALBglghkgBZQ
MEAgEwggKaBgkghkiGOwWOBBwGgggKLBIICh3siZzXhwaXJIc19
hdCl6ljlwMTctMDQtMjVUM]JEENTE6

Authorization: Bearer 6a8cbcOe-e93¢-4684-9a39-
40d085bd657e

Cache-Control: no-cache

Postman-Token: 03ebe5c2-4789-0eef-d8bd-ab6cc02b2568

v IRBILETF X R “servicedefld” .

Pretty

"currentPage": 8,
"data": [

{

"categories": null,
"createdAt”: 1493948544546,
"creator”™: "om_team",
"description®: "IES_TMF_OpenHack_Nice",
"domain®: "stack",
"format": "JS50N",
"formatVersion™: "2817-85-5",
"name"™: "IES_TMF_OpenHack_Nice",
"offlineft™: @,
"onlineAt™: @,
"publishTenantType™: [
"om_team",
"op_tenant"

Count™: 6,
viceDefId"™:
"serviceType™: "service",
'+ "active",
"systemDet": false,
"tenantId”:
S m

L] = " |
version . L

!

"Bcide2Vedobddbbfbcefladla@schiab”,

"db58f337chll41b3a92F28899cbbl555"
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GET /catalog/vl/servicedefs/{servicedefId}/details

Summary v fﬁ]\ “servicedefid”

Querying Details of specific NS Definition

Description

Query all the available NS definitions to the current tenant.

curl -i -H "Content-Type:application/json” -X GET “https:/faccessip:port/rest/catalog/vi/servicedefs/{servicedefId} /details"

Parameters

Mame Located in Description Required Schema

servicedefld / path Service Definition 1D Yes 2 string

Responses
Code Description Schema

200 The GetServiceDefDetailRsp object is returned. = =GetServiceDefDetailRsp { }
Parameter error.
NS definition is not found.

Internal errar
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/rest/catalog/vl/servicedefs/3c34e27ed6644bbfbce93a41a05ch7ab/details
HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:
MIIETAYJKoZIhveNAQcCol[EPTCCBDkCAQEXDTALBglghkgBZQMEAgEwggKa
BgkqhkiGOwWOBBwGgggKLBIICh3sizXhwaXJIc19hdCl6ljlwMTctMDQtMjVU
MjJE6NTEG6

Authorization: Bearer 6a8cbcOe-e93¢c-4684-9a39-40d085bd657eCache-
Control: no-cache

Postman-Token: b5aea431-a2a5-d667-b6ca-7a3f1d4b1b88

v JR[E] “template_id” M“servicedefld”

N2 | HDG wmFFRET
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"createdAt":
"creator™:
"description”:
"domain": “stack",
"format": "J50N",
"formatVersion":
"name": "IES TMF_O
"offlinesAt": @,
"onlinefAt": @,
"pkgFilelame":

"publishTenantType":

"om_team",
"op_tenant”
]J

"ref CCLﬂt o

"systemDef":
"templates":

"IES_TMF

> IDRLEEA:

"categories™: [],

1493948644546,
‘'om_team”,
"TES_TMF_

DpenHack_Nice",

wAm T _AE
2817-85-5",

penHack_Nice®,

_OpenHack_Nice V2_28178585%.zip",

[

8c3d4edVedobddbbfbced3ad41a@5ch7ab/ tem
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POST fservicemanager/vl/services

summary v' service_definition_id =
Creating Service Instance servicedefid
Description v Template_id
v’ Parameters

Create and active a new Semvice Instance curl Sample:

curl -i -H “Content-Type:application,json” 13 " ffaccessip:port/rest/servicemanager/vl/services”

Parameters

Name Located in Description Required Schema )
rcreateserviceRequest { g
service_definition_id: string
template_id: string
name: string
viceRequestBody dy service definition 1D onfailure: string
description: string
parameters: undefined
nsd_script: undefined

REEpOHEES
Schema
rcreateServiceRsp {
createserviceResponse: »createServiceResponse {
service_id: « string

Code Description

202 When information is returned normally, Location indicates the URI of the creation task. Users can query the URI to obtain the task creation progress. operation id: .
o gaticon_1ld:. = STring
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POST /rest/servicemanager/vl/services HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:

Content-Type: application/json

Authorization: Bearer 6a8cbc0Oe-e93¢-4684-9a39-40d085bd657e
Cache-Control: no-cache

Postman Token: 616e170f-dc54-51db-493d-f9f3d2f5631d

"onfailure":"rollback",
"service":{
"name":"site2dc4 201705071158",

"description":""

serV|ce_def|n|t|on_id“:“8c34e27ed6644bbfbce93a41a05cb7a b",

"template_id":"e77fc5e21ele42c9933ec9574c33a5d8",
"parameters":{

"Site2DClList":[ {
"VPC_ID":"db79cd8b-91e2-43f8-9791-54b8b2181a70",
"CloudVpnName":"0S2DC4201705071158",
"VNI":"2236", —
”CPE_A_S|te".”5|teDC201705071132",
"CPE_A_Type":"AR169FGW-L",
"CPE_A_ESN":"21500102003GG3000704",
"CPE_A_Position":"siteDC201705071132",
"CPE_A_POP":"Manager_VPC",
"Bandwidth":"60000",

"cidr":"163.113.12.1",
"cidrBlockSize":"24",
"action":"create"

\"’ oo ﬂl“ﬁ!ﬂz‘* ."
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{

"service":

{
"service_id": "4YFCYXi6TPu8gG1CQ7VocA",

"operation_id": "31af59f1dc72437cb1c8f7"

IR [5] B Bl ARk 25 ) “service_id”.

“parameters” §1 {1 AZ &8 7] DA A <IES
Environment and Data.xlsx>3 {2 R 3.
“CloudVpnName” F1“Bandwidth” 243H.
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summary

Query service List

Description

CQuery the service instance list

oot Sarmple: v RIEIZETHP K BTA RS SEH.

curl -i -H “Content-Type:application/json” -X GET -

Responses

Code Description Schema

»getServiceListrsp {
servicest «

A1 Sares TheE PrETuURnEn

lgeFEEEEksh t
niame :
descripticon:
creator:

_ . L . service_id:

he list of all service instances is returned. service definition_id:
template_id:
active_status:
status:
created_at:
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GET /rest/servicemanager/vl/services HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:
MIIETAYJKoZIhveNAQcCol [EPTCCBDKCAQEXDTALBglghkgBZQMEAGE
wggKaBgkghkiGOwOBBwGgggKLBIICh3sizXhwaXJlc19hdCI6ljlwMTct

MDQtMjVUM]EGNTEG6
Authorization: Bearer 6a8cbc0Oe-e93¢c-4684-9a39-40d085bd657¢e
Cache-Control: no-cache
Postman-Token: 5d26c3a6-0e9b-f213-f0dc-66eae9d7bbf7

ce93ad41a@5ch7ab",

v IR[H “service_id” .

For the developing scenarios of scaling bandwidth,
you can call the API to directly get available service
instance;

For the E2E service provisioning scenarios, you can
get it by calling “Creating Service Instance”
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GET /servicemanager/vl/services/{serviceld}

summary

Querying Detalls of specified Service
Description

Query the information of the specified service.

curl Sample:

curl -i -H "Content-Type:application/json” -X GET -d “{j=on}" :f faccessip: port/rest/ servicenanaper vl services /AUcFidT7 THeA] SRjpk 1460

Parameters
Mame Located in Description Required Schema

servicelc path Service Instance 1D Yes = string

Responses

Code Description Schema
»getserviceRsp {
service: wservice {

name : ~in
description: ~in
creator: ~in
service_id: ~in
service_definition_id: ~in
template_id: ~in
active_status: ~in

200 When information is returned normally, it returns the specified business instance information

m m m o m m m om

status: ~in
created_at: v integer
parameters: rparameters { }




APIERE: WS ETEAPI
gigiaElSiFHEE 6

> 5K A:

GET /rest/servicemanager/vl/services/8hiqoNgCSZmrIDIMyROJbg
HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:
MIIETAYJKoZIhveNAQcColl[EPTCCBDKCAQEXDTALBglghkgBZQMEAgEwgg
KaBgkghkiGOwOBBwGgggKLBIICh3siZzXhwaXJlc19hdCl6ljlwMTctMDQtM
jVUM]E6NTEG

Authorization: Bearer 6a8cbcOe-e93¢c-4684-9a39-40d085bd657¢e

S
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"service™:

"active status": "Deactive",
"created _at": 1404852819361,
"creator™: "nbitest 11",
"description™: ™",
"name" s "f;: _ 291785851433,
"nfv_tag": nJll
"pa"EmE ers [

"5ite2sit EL_J:“:

]

"Bandwidth™: "3080a",

a-.'
Il

Cache-Control: no-cache 14 "CPE_A_ESN™: "21509192003G63080530",
Postman-Token: 40308738-6117-3f72-a029-fb84e5b2b6e7 } JCPE_A_Position”: “s1teAlflioseclasst,
3 "CPE_A_S1ite"™: "sitefA281785861433",
: "CPE_A_Type": "AR169FGW-L",
"CPE_7_ESN": "2158@1920083GG3200674",
"CPE_7_Position™: "siteZ2@l aﬂﬁﬂ‘l4“
"CPE_7_Site": "siteZ2@17@5861433",
"CPE_Z_Type": "AR1GIFGW-L",

v’ IR[H “service_name”. “Bandwidth” #1 ~ /~ |= e
“CloudVpnName”

'fe" ice definition_id"™: s4dbbthcef3adlads

IRE RN RE DABHsE, BB 7 rienviceian: BhicoNECSZarIDLYR
EXAAPLEITRIE. 9 iemplats idw: merfciericleszces

"tenant_id": null,
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Madify Service Instance

rvice instance attributicns curl Sample:

nt-Type:application/json™ -xX PUT "{json}” "https:/faccessip:port/rest

Mame Located in Description Required Schema
e i \ ‘Object
Vire 3 \ Y — " ' "
serviceld path service id 5 =  type:"string
v updateServiceRequest {
onfailure: = string
name : » string
updateServiceRequestBody Indicates the returned information of modified service description: » string
parameters: undefined

nsd script: undefined

Code Description Schema

When information is returned normally, Location indicates the URI of the query task. Users can query the URI to obtain the task execution - updateServiceRsp {
progress T}
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PUT /rest/servicemanager/vl/servi s/B (57 W0Jbg HTTP/1.1

\ v _service id
JDTHLEE ghkegBZQMEAZEwesKaBekghk10YwaBBwGzzekL

1b41-dedB8-f885-71ec-88

"onfailure":"rollback”,

L p— [
Ve :.:_

[ LI L T
.

lame

"templat
"paramet

Sandwiati:” v EIANEAER “Bandwidth” 18,
S SOLTERERLEES, o o PAT B Cloud VPN .
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DELETE [servicemanager/vl/services/{serviceld} *
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Summ

Delete Service Instance

Description

Delete a created senvice instance to free up network resource.

curl Sample:

-i -H "Content-Type:application/json™ -X DELETE -d "{json}” “hitps:/faccessip:port/rest/servicemanager/vi/s

Parameters

Mame Located in Description Required Schema

serviceld path Service instance 1D Yes = string

Responses

Code Description Schema

rdeleteServiceRsp {

deleteServiceResponse: vdeleteServiceResponse
When information is returned normally, Location indicates the URI of the query task. Users can {

) . operation id: »
query the URI to obtain the task execution progress. ¢ - string

202
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DELETE /rest/servicemanager/vl/services/8hiqoNgCSZmrID1MyROJbg
HTTP/1.1

Host: 218.4.33.207:17100

X-Auth-Token:

MIIETAYJKoZIhveNAQcCollEPTCCBDKCAQEXDTALBglghkgBZQMEAgEwggKaBg
kghkiGO9wOBBwGgggKLBIICh3siZXhwaXJlc19hdCl6ljlwMTctMDQtMjVUMIE6
NTE6

Content-Type: application/json

Authorization: Bearer 6a8cbcOe-e93¢c-4684-9a39-40d085bd657e

Cache-Control: no-cache

Postman-Token: b6040b4a-6ca9-58c2-837d-6f5e7028aa89

&2 | HDG ERFRET

ver | Huawei Developer:

o-..'
]

> g Rz H B

"operation_id": "WO0x8h0IBQg6GJKmys5i74Q"

v’ service_id
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Summary

Description

ZFAPI

Rl st SR

GET /cloudvpnwatch/fvl/trafficf/connections/{connection-name}/{metric}

Query the traffic rate or bandwidth utilization of a specified private line.

Parameters

MName Located in

connection-name path
metric path
direction query
timedim query
starttime query
endtime query

Responses

Code Description

200 Data obtained successfully

Description

Indicates the name of a VPN

Indicates the traffic rate or bandwidth utilization

Indicates the query direction:inbound|outbound

time dimension

Indicates the start time (UTC, in second)

Indicates the end time (UTC, in second)

Schema

v '~1etr*1cResp-:|n5E {

metric:

-Resl‘ﬂetu 1cData { }

te

o

Required

Yes

Yes

Yes

Yes

Yes

Yes

Schema

string/
string
string

string

v integer

v integer

\"’ oo mwnz H

HUAWEI Huawei Developers Gathering l‘.

CloudVPNWatch

v CloudVpn

(int64)

(int64)
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GET
/rest/cloudvpnwatch/vl/trafﬁc/connectlons/VPNS2S20170506143
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> g N E B

Body (7 Status: 200 OK

3/traffic- Pretty
rate?starttime=1493367320&amp;endtime=1495058150&amp;tim 1~
edim=minute&amp;direction=outbound&amp;indicator=max : ﬂ?:a—c :{[
HTTP/1.1 5 time": 1434061140,
HOSt: 21843320717100 ;, 'value™: "22.832666606666606770605601089712948629749087523859844970783125000008"
X-Auth-Token: ’ ‘ "time": 1494850548
MIIETAYJKoZIhveNAQcColl[EPTCCBDkCAQEXDTALBglghkgBZQMEAgE  "value": "2791180.14666666650042486485026353992822123473160900175571441650390625
ngKangqhk|G9WOBBWGgggKLBIICh35|ZthaXJIc19thI6|JIW|\/ITct - { o
MDQtMjVUM]JEGNTEG 14 1 it “a6. JseasbeasEaSs 7038150645743 2085005S51 230485 293806785278 320312508"
Authorization: Bearer 6a8cbc0Oe-e93c-4684-9a39-40d085bd657¢e . r
Cache-Control: no-cache _:Fpu :1?3??:?:90i@:'-5535:'-5535;3?:2-3:5?15219-5-335233;3551-3:'L?2¢3L5-9-?555593?3@2 '
Postman-Token: eca5e1d6-1840-e7e4-bc99-0f35e4d99ee? ) ”
"time™: 14949060008,
) 'wvalue™: "184.22666666666667166138594733134415560816350354 383817749823437508
4 i

"time™: l4§45wab:a

v ClOUdenName E_ :l,'-._.-'__s": "11580

.8533333333386829615846338569999488754547208109781156616210937504"
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W (EEPOSTMANIR Bl CloudOpera IESEFIZ{HHYAPI =
SEI1 . Zetpostman HHEEREGIEE ST 14 S5, $TFFPostmandt S\ EEGILE

o fi#ZJ[F<Huawei CloudOpera IES OpenAPIs Collection.rar> %] e Choose the collection folder of “Huawei CloudOpera IES
At B R “Huawei CloudOpera IES OpenAPIs Collection”, OpenAPIs Collection” to import all.

Hep&a 4N son X4

|2 IES_SITE2DC.postman_environment.json
{@@| IES_SITE2DC_ENV.postman_collection,json
@ IES_SITE2SITE.postman_environment.json
2| IES_SITE2SITE_EMNV.postman_collection.json

f=| Readme.docx

“Site to DC”

“Site to Site”

Drop folders here

IR HREXI NINE R ERYE R4 FEIEAPIZEEAP AL TN

e Select an APl and then click “Send” to test

Lisaxuan ‘ & v

Collections
ES_SITE2DC_ENV
ES_SITE2SITE_ENV ¥

“Site to DC”

“Site to Site”
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Support "Create & activate
e nbitest_11 [ﬁ'gf;ﬁlgg%’&fﬁ;?;ﬁ!EZIEEEZES?&E%;SitezSite 8hiqoNgCSZMIID 1 ooc o 4aa VPNS2520170506 CloudVPN service" and
ﬁfﬁjﬁ&i‘é;‘??;‘wm'C19hdc'6”'WMT“MDQtM 1MyROJbg - 61433 "Elastically scale CloudVPN
network " scenarios
User2~User . o il e citeopc  OLPUADLIQe-  site2dc 201705071 0S2DC201705071Support "Elastically scale
4 - j“off;‘rfxvsqLaijlFCjW”W'm'k'jO‘Mzg“NZU‘LCJ”YWl”J cuGnVONz6qw 132 1132 CloudVPN network " scenarios
User S~User . g b gl citeapc  FLAUUCBNTOGN- site2dc3_20170508 0S2DC320170508Support "Elastically scale
7 - PP i mNTM_Icfw 1840 81840 CloudVPN network " scenarios
User8~User . ., o e e o A sireopc  LBYNmMmARg-  site2dc4_20170507 052DC420170509Support "Elastically scale
11 - G et il < SlcMnlicUQA 1158 92039 CloudVPN network " scenarios
User12~User - I;(ﬁ'ﬁkz.f;ﬁ;v&xxf;?ﬁgﬁﬂfgﬁ:ﬂ;&gﬁfﬁSltezDC FbgROiHgSyGhZpsite2dc5 20170507 0S2DC520170507 Support "Elastically scale
15 = FDVgVSIXiV“V/:ngZdE9WZXJth'Vb”9LHS‘aWQiOi'10 pzJPXH_BA 1256 71256 CloudVPN network " scenarios
Support "Create & activate
ey — A e i citerpc  BKLFGSBKQXybrO site2dc6_20170507 052DC620170507 CloudVPN service" and
= carstmiwesiz e kkj8MQTQ 1300 71300 "Elastically scale CloudVPN
network " scenarios

ll.



NIz S

https://devcenter.huawei.com/uniportal/register.htmli?
service=http://developer.huawei.com/cn/ict/http://d
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THANKS

Copyright©2017 Huawei Technologies Co., Ltd. All Rights Reserved.

The information in this document may contain predictive statements including,
without limitation, statements regarding the future financial and operating results,
future product portfolio, new technology, etc. There are a number of factors that
could cause actual results and developments to differ materially from those
expressed or implied in the predictive statements. Therefore, such information is
provided for reference purpose only and constitutes neither an offer nor an
acceptance. Huawei may change the information at any time without notice.
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