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Stable Channel Update for Desktop
Thursday, October 10, 2019

The Stable channel has been updated to 77.0.3865.120 for Windows, Mac, and Linux.
This will roll out over the coming days/weeks. A list of all changes is available in the log.

Security Fixes and Rewards

Note: Access to bug details and links may be kept restricted until a majority of users
are updated with a fix. We will also retain restrictions if the bug exists in a third party
library that other projects similarly depend on, but haven't yet fixed.

This update includes 8 security fixes. Below, we highlight fixes that were contributed
by external researchers. Please see the Chrome Security Page for more information.

[$20500][1005753] High CVE-2019-13693: Use-after-free in IndexedDB.
Reported by Guang Gong of Alpha Team, Qihoo 360 on 2019-09-19

[$TBD][1005251] High CVE-2019-13694: Use-after-free in WebRTC.
Reported by banananapenguin on 2019-09-18

[$15000][1004730] High CVE-2019-13695: Use-after-free in audio.

Reported by Man Yue Mo of Semmle Security Research Team on 2019-09-17
[$7500][1000635] High CVE-2019-13696: Use-after-free in V8.

Reported by Guang Gong of Alpha Team, Qihoo 360 on 2019-09-04

[$2000][990849] High CVE-2019-13697: Cross-origin size leak.
Reported by Luan Herrera @Ilbherrera_ on 2019-08-05

We would also like to thank all security researchers that worked with us during the
development cycle to prevent security bugs from ever reaching the Stable channel.

As usual, our ongoing internal security work was responsible for a wide range of fixes:
[1011875] Various fixes from internal audits, fuzzing and other initiatives
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Rust &9t

A language empowering everyone to
build reliable and efficient software.
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Rust #1% - ownership

print_sum(v: Vec<i32>) {

("{r", vio] + v[1]);

fn main() {
v = Vec: new();
i 1..1000 {
v.push(i);
b

(v);

("Compile error: {}", v);
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Rust 514 - ownership

fn print_sum(v: Vec<i32>) {
println!("{}", v[e] + v[1]);

)

fn main() {
let mut v = Vec: :new(); create resource
for i in 1..1000 {
v.push(i);
}

println!("Compile error: {}", v);




Rust %1% - copy

print_sum(a: 132, b: i32) {

("{}", a + b);
}
main() A
a = 35;
b = 42;
(a, b);
("We still have {} and {}", a, b);
}
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Rust %1% - copy

fn print_sum(a: i32, b: i32) {
println!("{}", a + b);

}

fn main() {
ot b= 42 create resource

print_sum(a, b); copied

printlnl("We still have {} and {}", a, b); m
}




Rust 4F14% - borrow ownership

print_sum(v: &Vec<i32>) {
({3, viel + vi11);

b
main() {
v = Vec: new();
1 1..1000
v.push(i);
b
(&v);
("We still have v: {}, {}, ...", v[o], v[1]);
b
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Rust 414 - borrow ownership

fn print_sum(v: &Vec<i32>) {
println!("{}", v[@] + v[1]);

}

fn main()
for i in 1..1000 {
v.push(i);
}

println!("We still have v: {}, {}, ...", v[e], v[1]);

}
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e Message passing

O send<T: Send>(chan: &Channel<T>, t: T);

O recv<T: Send>(chan: &Channel<T>) -> T;
e Lock
O mutex<T: Send>(t: T) -> Mutex<T>; // create

a new mutex

o lock<T: Send>(mutex: &Mutex<T>) ->
MutexGuard<T>; // acquire the lock

@) access<T: Send>(guard: &mut

MutexGuard<T>) -> &mut T; // access the
data protected by the lock
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Rust in blockchain

Why Rust:
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F&EE : Java, Ruby

HEZE : Spring, Rails
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web 2.0
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web 2.0 Vs web 3.0
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Chain-less
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Chain-less Vs blockchain
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Smart contract Vs application chain
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Substrate Runtime 2H {4

Substrate Runtime Module Library Substrate Runtime Module Library (SRML)
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N4 - FHEEE

pub struct Property<Hash> {
id: Hash,
size: ub4,
certificate_no: u64,
is_authenticated: bool




LL

N4 - FHEEE

decl_storage! {
trait Store for Module<T: Trait> as RealEstateStorage {
Nonce: u64;
Properties get(property): map T::Hash =>
Property<T: :Hash>;
AllPropertiesArray: map u64 => T::Hash;
PropertyOwner get(property_owner): map T::Hash =>
T::Accountld;
Managers get(manager): map u64 => T::Accountld;
ManagersIndex: map T::Accountld => u64;
ManagerNonce: u64;
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pub fn record_property(origin, size: u64, certificate_no: u64) -> Result {
let sender = ensure_signed(origin)?;
let nonce = <Nonce<T>>::get();
let random_seed = <system::Module<T>>::random_seed();
let random_hash = (random_seed, &sender, nonce).using_encoded(<T as
system: :Trait>::Hashing: :hash);

let property = Property {

id: random_hash,

size: size,

certificate_no: certificate_no,

is_authenticated: false
s
<Properties<T>>::insert(random_hash, property);
<AllPropertiesArray<T>>::insert(nonce, random_hash);
<PropertyOwner<T>>::insert(random_hash, sender);
<Nonce<T>>::mutate(|n| *n += 1);

Ok (())
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decl_event! (
pub enum Event<T> where
<T as system::Trait>::Accountld,
<T as system::Trait>::Hash,
<T as balances::Trait>::Balance

{

1ol

Authenticated(AccountId, Hash, bool),

}
);

pub fn authenticate(origin, property_id: T::Hash, is_authenticated: bool) ->
Result {

Self::deposit_event(RawEvent: :Authenticated(sender, property_id,
is_authenticated));

Ok (())
}
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Demo



https://substrate-ui.parity.io/#/explorer
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Questions?



