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H B (Tony Bai) i —

@Neusoft Cloud Technology

Gopher
Translator & Author
GopherChina lecturer

‘& kuberne('gmeslg,

docker

Blogger

mainly focus on docker &
kubernetes recently
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Solaris container Linux container(LXC) Docker
by Sun at 2005 by Google at 2008 by dotCloud at 2013
W o =
v 7 + Union File System / B

0LarNS — RS

+ Developer eXperience(DX)

build, ship and
run any app and
anywhere

—

(

namespaces Cgroups

-

l After 4 years

docker run
Solomon Hykes, Founder, Docker ubuntu “echo OWache 328 s 770 YRk 1367

hello”



Docker bring us
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What is Docker Registiy ™

| am here!
Docker Registry : B 77 5i1% docker push @
7 - B ANy R T A o] b |y
%%ﬁgiﬂ%distribution ’ docker pull - j,' Containers)_.\'\‘ rlmages-].,_;‘;_* Sk . Y
SEHL T registry2.010 docker rn_ N1 I3 -

‘B 776 % hub.docker.com
N — R A N 28

d
S

000Q

JA 3l— " registry
docker run -d -p 5000:5000 --restart=always --name registry registry:2
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Docker Use Cases Already Deployed

Development
Continuous Integration
DevOps

Containerize legacy app
Migrate to cloud

New microservices app

From Docker 2016 survey



https://www.docker.com/survey-2016
https://www.docker.com/survey-2016
https://www.docker.com/survey-2016
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Features of (&5

o VMwareT E F N HIERI N 54 GFENEH, BEs
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— XHERT AR 2| RBAC;
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Why High Availability Ha
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Harbor Architecture

Proxy(Nginx)
Registry

Core Services
— Ul

— Token Service
— Webhook

Job Services

Docker client

Broswer
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Replicate to
%stw Job services remote Harbor
g instances

_______________________________________________

' Log
Log collector

Core services
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HA Solutions
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Solutionl: & T 3L =17 1if Solution2: %t T 8314 & il
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Cons and Pros
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Based on
CephFS

External

MySQL cluster

Share sessions

in Redis

Solution details

~
nod/ node2
Y

Requests

!
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Load Balance

Galera

~—

Replication

T~ node3
—
T
Harbor Harbor Harbor —
Redis ‘ ‘ ‘ y

Volume mount Volume mount Volume mount MySAL

/mnt/cephfs/harbor /mnt/cephfs/harbor [mnt/cephfs/harbor -
| | |

mount maunt mount

v v v

Ceph_mon_node1:6789,...Ceph_mon_nodeN:6789:/apps/harbor

My ) Replication

Cephfs kB {7 ik
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Environment & Prerequisiccs— =5

= AVM(Ubuntu 16.04 % L1 _F R A);
CephFS. MySQL. Redist L% ;
Harbor v1.1.0 %2 UL _ERRA

root@ubuntu-db-1:~/harbor-install/harbor# 1s -F

/ docker-compose,notary.yml docker-compose.yml harbor.cfg 1install.sh* LICENSE NOTICE prepare*

— M4 : hub.tonybai.com:8070
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Stepl: mount CephFS e

IT2xm

admin.secret

5%/ ~harbor node:

“ 1. aptinstall ceph-fs-common
y/ 2. [etc/fstab¥sil—A4T7:

mount_, 2 HARBOR" XX.XX.XX.xx:6789:/apps/harbor

/mnt/cephfs/harbor ceph

‘§- name=harbor,secretfile=/etc/ceph/a
dmin.secret,noatime, netdev 0 2

mount C
CephFS i5 HARBOR" N
Path: 3. mount —a’ERL
/apps/harbor
Mount Path:

/mnt/cephfs/harbor
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Harbor.cfg

Docker- \ common/

prepare

compose.yml| config/*

common/
templates/*
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Step2: modify harbor.cfg=m

[TZemif

Eelin ~ JLIAC &

Harbor.cfg
hostname =
Docker- common/ hub. tonybai.com:8070
prepare _
compose.yml config/*
customize crt = off (IRE/—
“node_ -7 ~on)

common/
templates/*
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Step3: modify docker-compose sy T
Blivolumes iz
/data/xxx —->
Harbor.cfg /mnt/cephfs/harbor/data/xxx

MEEmysqgl servicell X HAm
serviceXmysqgl service M HFi

(depends on)

Docker- ranare common/
A config/*

compose.ym|

B proxyZhHR S5 i
common/ ports:
templates/* - 8070:80




Step4:

Harbor.cfg

Docker-

prepare
compose.yml|

common/
templates/*

external db & r

common/
config/*
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 common/templates/adminserver/env

MYSQL HOST=harbor host
MYSQL PORT=3306

MYSQL USR=harbor

MYSQL PWD=harbor password
RESET=true

 common/templates/ui/env

d, o

_REDIS URL=redis ip:6379,100,passwor
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Step5: prepare&launch harvor

./prepare
docker-compose up —d
docker-compose ps

http://hub.tonybai.com:8070

root@yypdcoml:~/harbor-install/harbor# docker-compose ps

harbor-adminserver /harbor/harbor_adminserver
harbor-jobservice /harbor/harbor_jobservice
harbor-log /bin/sh -c crond && rm -f
harbor-ui /harbor/harbor_ui

nginx nginx -g daemon off;

registry /entrypoint.sh serve /etc/ ...

AN PR E

VMware Harbor™
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Troubleshooting === T=&1

* docker login hub.tonybai.com:8070 failed

IR

Error response from daemon: Get
https://hub.tonybai.com:8070/v1/users/: http: server gave HTTP
response to HTTPS client

BIR TG
/etc/docker/daemon. json s llinsecure-registry
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Troubleshooting =% s | T2

 docker login hub.tonybai.com:8070 A B 52, ‘A K failed
R

# docker login -u user -p passwd http://hub.tonybai.com:8070
Login Succeeded

# docker login -u user -p passwd http://hub.tonybai.com:8070

Error response from daemon: login attempt to
http://hub. tonybai.com:8070/v2/ failed with status: 401
Unauthorized



Troubleshooting

ERTT

JF—"harbor node_ [/
common/config/ui/private
_key.pemfll
common/config/registry/r

oot .crt BH|EH Mharbor

node;

FHIrE#Enharbor Z201F.

Docker client
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* Harbor install 3% 5%
https://pan.baidu.com/s/108JYKEe
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