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OpenShift Origin is a computer software product from Red Hat for 
container-based software deployment and management. It is a supported 
distribution of Kubernetes using Docker containers and DevOps tools for 
accelerated application development.

● Openshift v2 / v3
○ v2  Cartridges / Gears / Broker
○ V3 Docker / Pods / Master

● openshift v3.9, kubernetes 1.9





● Deployment
○ openshift-ansible / minishift /            

oc cluster up

● Image
○ Build, BuildConfig / source to image
○ ImageStream
○ Docker Registry

● Network
○ OpenShift SDN

● Service publish
○ Router vs Ingress

● Security
○ SCC vs Pod Security Policy

● EFK
● Monitoring
● Service Catalog

○ ansible-service-broker
○ template-broker

● CI / CD & Devops



● minishift
○ minishift start
○ works like minikube
○ launch a vm and run openshift in it

● oc cluster up
○ run openshift in container

● openshift-ansible
○ production-ready
○ EFK / Metrics / Storage / Public & Private Cloud & Baremetal



● Integrate with docker registry
○ Multi Tenancy
○ ImageStream / ImageStreamTag

● Support Building Image
○ BuildConfig
○ Dockerfile / Source to Image / Jenkins pipeline



● OpenShift SDN
○ A CNI Implementation
○ OpenVSwitch + Vxlan

● Flannel SDN
● Contiv SDN
● Nuage SDN
● Kuryr SDN
● Calico SDN



● Network Policy
○ Complicated

● OpenShift SDN support multi tenant mode
○ ovs-multitenant / ovs-networkpolicy



● Each projects gets a unique VNID – 
identifies pods in that project

● Default projects – VNID=0 communicate 
with all others (Shared services)

● Pods’ traffic inspected according to its 
project membership

oc adm pod-network join-projects --to=<project1> <project2> <project3>
oc adm pod-network isolate-projects <project1> <project2>





● Egress Network Policy
● Egress Router

○ Redirect ( iptables )
○ HTTP Proxy ( squid )
○ DNS Proxy ( haproxy )

Kind: EgressNetworkPolicy
apiVersion: v1
metadata:
  name: default
spec:
  egress:
    - type: Allow
      to:
        cidrSelector: "192.168.10.0/24"
    - type: Allow
      to:
        dnsName: "www.g.cn"
    - type: Deny
      to:
        cidrSelector: "0.0.0.0/0"



● Egress Network Policy
● Egress Router

○ Redirect ( iptables )
○ HTTP Proxy ( squid )
○ DNS Proxy ( haproxy )

Pod

Egress Router PodEgress Service
port: 80 macvlan



kind: Pod

apiVersion: v1

metadata:

  name: iperf-slow

  annotations:

    kubernetes.io/ingress-bandwidth: 10M

    kubernetes.io/egress-bandwidth: 10M

spec:

  containers:

  - image: nginx

    name: nginx



● Router support multi tenancy
● Router support shard
● Better TLS support

○ edge / reencrypt / passthrough
Router

Host: label=prod
Router

Host: label=dev

NS: prod
label=prod

NS: dev
label=dev



● TLS
○ API / controllers / etcd / nodes / registry / router

● Network Isolation
○ ovs-multitenant / ovs-networkpolicy

● Service Serving Certificate
○ service.alpha.openshift.io/serving-cert-secret-name: app1-tls

● Security Context Constraints (SCC) vs Pod Security Context



NAME         PRIV   CAPS  SELINUX    RUNASUSER         FSGROUP    SUPGROUP   PRIORITY  READONLYROOTFS  VOLUMES
anyuid       false  []    MustRunAs  RunAsAny          RunAsAny   RunAsAny   10        false           [configMap … ]
hostaccess   false  []    MustRunAs  MustRunAsRange    MustRunAs  RunAsAny   <none>    false           [configMap … ]
hostnetwork  false  []    MustRunAs  MustRunAsRange    MustRunAs  MustRunAs  <none>    false           [configMap … ]
nonroot      false  []    MustRunAs  MustRunAsNonRoot  RunAsAny   RunAsAny   <none>    false           [configMap … ]
privileged   true   [*]   RunAsAny   RunAsAny          RunAsAny   RunAsAny   <none>    false           [*]
restricted   false  []    MustRunAs  MustRunAsRange    MustRunAs  RunAsAny   <none>    false           [configMap … ]

$ oc adm policy add-scc-to-user anyuid -z useroot



● ElasticSearch & Curator & Fluentd & Kibana 
● Collect logs from nodes and projects
● Authentication



● heapster & Hawkular 
      & Cassandra

● Integrate with web console
● pod horizon auto scaling 



● heapster & Hawkular 
      & Cassandra

● Integrate with web console
● pod horizon auto scaling 

apiVersion: extensions/v1beta1
kind: HorizontalPodAutoscaler
metadata:
  name: frontend 
spec:
  scaleRef:
    kind: DeploymentConfig 
    name: frontend 
    apiVersion: v1 
    subresource: scale
  minReplicas: 1 
  maxReplicas: 10 
  cpuUtilization:
    targetPercentage: 80



● Template-Broker
● Ansible-Service-Broker








