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Executive Summary

o breaches?

perpetrated by outsiders.

25% .

involved internal actors

18% N

conducted by state-affiliated actors

3% 1

featured multiple parties

2% |

involved partners,

51% I

involved organized criminal groups

@ What tactics do they use?

62% I

of breaches featured hacking

51%

over half of breaches included malware.

81% I

of hacking-related breaches leveraged either
stolen and/or weak passwords,

43% I

were social attacks.

14% N

Errors were causal events in 14% of breaches
The same proportion involved privilege misuse
8% N

Physical actions were present in 8% of
breaches.

of breaches alfected financial organizations,

of breaches irvolved healthcare organizations.

Public sector antities were the third most
prevalent breach victim at 12%.

Retail and Accommodation combined to
account for 129 of breaches.

[ 1

of malware was installed via malicious email
atta

[

of breaches were financially motivated

—1
ches were related to es

[ .

of breaches were discovered by third parties

-a
RYA

H

1

HIHELS

BRI 25% . 75% & MR

ll



2018.1.23

¥ confirm.io mmg fucebook

2018.1.23

- 1’-‘;{:: '.9:;'&)-' -
iy o . «J
e k::.'!.r

2018.1.25

P ——) Alphabet

chronicle



%

=L

Talseen

Client Hosts

Internal
Network

it

HA

IT2XWi7




.
=!
ey

[T Zamis

EFEFEY

HRANEIRA

TIEEMNZS

2010410 H , AR & LM Forrester K il 55, $&H " Z{5 1 M 45 " A% &

FEEEZE—TZTEM, FOEBBEEINANENESEASBINBEMERIA/E/
YD, NERNBIXMERNTERA B RFRIA/S/PDEITIGIUE,

-— —
s

{ PCI |

Employce
Applica on Zone Applica on Zone Applica on Zone

‘,

FroElFe. EXEELF
X1 MCAP, #BEEEZ%5!

-+ﬁLj1§ﬁ/{ﬂ flé -LQQ\ /J"ﬁj\hé‘_{:

]] |

1 — I
M i A
Al —
\

\I—I—I







E

IT2NMir

P s B R ARIELS

“||HIIII" "llllill" "llllill" ‘|||%HHII"

SR 2 1 (R 4P
eﬁ,—A . _ "
2 AR —BRS R 5 1] 45 81 5 18 4 M P R A SR (R 3P B it 5



=]
il

o | T A

HRERA EEETETY

Binsi—8ES A7

PR —Fh 22 4 B 7 VRN AR S AR 1 1A BE g DL I A 4 T DRI AE T A 6 ST 18] 77 1] 1 A 1 5 6
T B ES A4 T T, FRATE R, ﬁéEI’JIT’ﬁI/)?U?IH MV S5 U AR A & B = B
. - B 1) B Vi In) & P
Who are you What can you access
o L o Ay JH HHE HE o I
) e HINELA o iH
o SEIKFE o \ilE o fHEH
o ) o Bt . ...

Lifecycle management: E’"ﬁj\inn e

Provisioning: &1 A B IE (ﬁ'Jii\ S MIBRD R AT IR BT 1]
dentity Federation: & {\Hﬂé/\

Authentication: AL
Single Sign On: i /& &5

Authorization: %Y

Audit Log: TAUE. A TilIRid s M E o H &

NOoOUusEwWwNE




EEEE TN

B EAS5igTHE

»+ B{p=Rl0AIE )

- A%
—~ 3==§1§:\ S5l : OneTimePassword, F2{S50IE , SEYH5ERE (RAFIDOLE 8. AfE. =
= )

FXIRHSE | BFREEN. MHHIE, AEBrTAHERBIKG
%ﬂ%ﬁiﬁﬁe

:E

N

r 2
ZERHATEAR
MRS SEIANE

. J

r N
AHEEATIAIE
BN RS B

.

J




B{nSiha)E

i

-----------------------------------------------------------------------------------------------

SAAS SSO
AE
. ™ = HER =
OAUTH / \
LDAP , \ \ [FEF'SIEF-&]
i) "% sAML et b Eg g ] HPiR% [gi'gg —
g::: ” L m— . Y _ BAIAE OAUTH |
- session
- Y, s WmXER [ IR EE PO LDAP
BR ) ) ) ] ’ = - = samL -
= \ ) [ HEEk ] OPENID
T REST
v
| SFiLK S gEEE BRAE Vhio)
“ie § ISt I 21847 BHRER R .
=
E keEE ERd
identity store
JDBC AD LDAP

IDP

EdlA

B

1343

s

| T Zcimizs



BYOD The Issues

Tablet 1

ol
Intarmation

Lost / Stoen
D‘, .'.'?Cf’

Smartphone

Confcentia
Documents

.
D .
I f

\ "
External Hard Drive

Home PC

(

& BN
EREP

¥ES

=N =V’

A

n] PATH

o] AR LE hy AR

1%

YN

8

=

0

AN, Wifio FTEDRL.. Z21L: 1R3!

= AN,

| 18 (5 AL B2

T2XMi5

3

A

,f_

-

T SWETPMHEENER



1hla)EHl 5 RN

RBACHIABAC
NN EL SRR

. MR RIF A BEGIE)(Provider Subject) |, iGERTHRER(TARTES
. 1FZE /D> AEH(Condition)
+ SOIFMBBE(E](Condition)

« ObjectZTpkTicket , IHNIET]

—
=T

o Ticket>XEAFAHIIZIRZR LS

ETicket (JWT/SAML)

, [RERhIA RFEEGL

FTicketEER]

I1=E

=47
=, FEEENMENENEG, AJE
Tl ERIEH )R SREEHT, N4
X HERIPRES. 24
2 REAE N B9 1) |a) BR &l R
UCon ET{EREZEHIRIIAEIEHIEEY

=1
2l

EEEE TN

BB

B, AR TAREXRHAITIAIE

JEs %}3'2173 a] X RIFER

AR LER, LHEBUREX

B EHRFTNARPIE. AR S F K




[T e

EEETEFY

e
| IZENiS s S 15 IRBS i = gl | S AN EIE NN EEAETE {l | = 50 57 FB hn & gl I I iElaZ = {l
TS
| S IAME 2 | | EaNiSE SR o | | A&/t = |
| Rz FB i 19 32 4% gl | 75 1) 7 = 3% 1) gl | 1Pz 551 gl
54 3R o ———
s =] e e =N PRSI SE S
| B IR o 2 gl | = ESFNFR (SUFZFR) gl
. = = =
| EIEE = SR & | | ERIETEE (FTARER) O |
| R A2 I =5 | | B EINE S B ERS o] |
= iR T il
| Sz % HNES =5 I | 47 47 Bt B9 = | | o9 BY 77 i = | | o = =




T2z

HEREE
FiEER - BPMN (BT 1. SERE. BEBAWATES, ATEERR, o &EBRS, SEIE, .
i ‘ Y
BFRE
HiEES e B T R R ngjngﬂ ....... i iiagﬁa ......... i i ........ I agﬁm .........
e ﬂ
g W L—J tof || ouE
Kenosite :
T
BURS ¥
pask | 1| RIER
BEEREE ¥
i) \
B 1, 57 RS
neEE EEPE BETEAT ZPES

HERE




.l.."
’ L
] ﬂl“-ﬁiilln

BRI

Y4 U4

Y4 4

SUREHERIPRES . B, WMFEN. ZF2E (xaiz&. Fneg, HEiiksl)

X P Y rr Y rr ¥y r ¥y ¥y ¥ r ¥ r I Y Yy rryrrryrryryryyr
I 1
. 1
________ 3 , 4.5
el [ wemeewm | P, BiRptass
' HE :
L SR
. ot A St BRERS
: : s : i
' ef c | ' :
' 1 '
A R —— O [P iEnenEs
LA ' : HE W : ;
2. BRFHEN I L Z75il{ownerdiiy |
- e o RSB
- : 100 , %S TARE 0
: ( $N0E-R5A ) :
1
1 —
HL 5 @ BEEES
. € M e il | —
: PHR -l ¥ERTERS
E :
1
1
1
1
1
1
1

¢ B s

2 h1 S @ |

gy S g eumszga;@sszﬁwsmf

Q 2 BIEMTHSIE | B8, MOEBIINE. B

BIRSHEOR v . PNDEZHORBAREY
BFERNABR

- .
I #EpiTERS



«*ﬁkﬁ#ﬁlﬁtﬁﬁé’ﬂ

HEEARKRASRERAST2016E1 ATERS

WHAT YOU SHOULD KNOW

SRR R

EU, EEA

[ 25 1 BEAA VRN HEZE
;1;\\ ZESETTRA:

(Guidelines

Privacy Framwork
APECHY 1 22 i1 il 5 1
Limitation, us
Safeguards,

/ ’r,
_,"J 'f";',l‘-.j. ﬁ‘ l l JJ |

/*l," ‘J 13\
¥ A "—JNV'\‘

-

' '7‘-; Ffance

The Madrid Privacy Declaration
( 3 November 2009)
AP WAA LS b X kong 0 10 [E] o R AL BUPRAE B
Unted ArabEminates Pd 7Y NS AP 20120 AR 2H 2R 5 T S8 ar 4 BREA
| AL PR AER EH & )

|! F' ‘ I] EU.”S'\'»‘ ss-1U.S

W T B L *%LF”)/J\?H R

A10ECD: (1980) €%
S On ti e Protection of Privacy and Transporter Flows of Personal Data)

( 2004/ Updated ’01b )

. Privacy Shield#

T Al j:

mlﬂhﬁlmﬂ

BT iEmEni LT SR

FS: MRS EUFISHE
EAERAALHE -
FIEN
TR H (RS

T =ith)

- JER DU AR 2

ARV A Es [E] ER

e T 4

AL B 4 P

-

4 73: Preventing Harm, Notice, Collection
es of Personal Information, Choice, Integrity of Personal, information,
Access and Correction, Accountability

Security

Guidelines for the regulation of
computerized personal data files
(E/CN.4/1990/72. )

Universal Declaration of |

intemational associat

iuman Rights

"'.' T 2 'J 3

Privacy s



G

enforcement )

b 3R 45 F A7) . HAzirg
© MAHEMRE o iFja)iE ]
c FTILRGHIP . BANH
c B RPILE . HpAgm

© RERERSH RS . N

GRESESE 42 & A B S

HiTS hiE

‘Audit and testing) 4

W%%ﬁ%"
Dashboard and
analytics)

R 1%

Fitit x| g2
Witk e
F it R IR
Wit AR B2
Wit R




Service Mesh’s
Control Plane

Computer A

I

—: R3S

)] or

Service A Sidecar

Business Logic Circuit Breaker

Service Discovery

Flow Control

Networking
Stack

Computer B

Sidecar

Service B

Circuit Breaker

-------

Business Logic

Service Discovery

Flow Control

Networking
Stack

ARSS1L -

__

A | =k
=

|

: [ T2

EEETETY

FRoE?

Control Plane API
T R T —

Control flow during
request processing Pilot Mixer Istio-Auth
figd - iy /‘/\'\
Config datato | B G
Envoys ¥ tToL gncvec:;s
f,// Policy check;‘\,\
— A telemetry
* —~ > B —g
Pod _ k.
HTTPAA HTTR2, | ppes | | I HTTPAaHTTR2,. B || et
“gRPC, TCP with or s gRPC, TCP with or oy
without TLS [ without TLS
SVCA | / K\“ svcB
Service A Service B
N = Raranl¥ory — o
\ﬁ I 1 L/ \ E E -_
JILEE B 1T LT EXIETR

i35

1=

L~



Thanks

Have Fun , Work Hard

_
D A

JERT

72AH

X R 7R %45 |BF

5 K EBCJE

Block B&C, Hengdian Building, No.4 Wangjing East Rd,Chaoyang

District,

Beijing, 100102, China




g
0 | rzami;

Fo
! 2E5
HinH®EE






