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dependencies {

compile
compile
compile

‘org.springframework.boot:spring-boot-starter-web'
'‘org.springframework.boot:spring-boot-starter-data-jpa’
‘org.postgresql:postgresql:9.4,.1212"
‘org.apache.poi:poi:3.15'

‘org.apache.poi:poi-ooxml:3.15"
'‘io.springfox:springfox-swagger2:2.6.1'
'io.springfox:springfox-swagger-ui:2.6.1'

' commons~io: commons-i0:2.4'
'org.apache.commons : commons-lang3:3.5"'
'com.yunpian.sdk:yunpian-java-sdk:1.2.2'
‘org.springframework.boot:spring-boot-starter-security:1.3.0.RC1’
'i0.jsonwebtoken:jjwt:0.7.0"

‘org.json:json:20160810'
‘org.quartz-scheduler:quartz:2.2.3'
‘org.springframework:spring-context-support:4.1.6.RELEASE'

testCompile 'org.springframework.boot:spring-boot-starter-test’
testCompile ‘com.h2database:h2’

testCompile 'org.springframework.security:spring-security-test’
testCompile 'org.powermock:powermock-module-junit4:1.6.5'
testCompile 'org.powermock:powermock-api-mockito:1.6.5'

B
I|>
(1]
=~/
77

77
\//

o _

EEX,

JRERREE

KRN T2 4514

1dependenc Ly

+  Root project

orchives = Configuration for archive artifects.

§ W depengencies

§ Oweckstyle - The Osechstyle LIdraries 10 be wsod far TALS projext,

Ve com. puppycrawd. toolsrchechatyle: 7.6
e gttiriemini 2,07
e gog. st irzgativd-runt tme 4.6
o commonsy -boatet L1 commony besnnt 11311.9.)
| === commans 0ol Lect Lons | commong-coliectionsi ). 2.2
Sese commona~ciircommons-ciitl )]
== oM. gRagA L. Juavai guavai i@

' teplle ~ Dependencies for seurce sel “seln’

— W S AR ranewn . D00t § 157 INg-Doot - iun"-ﬂo => 1.5, L RILEASE
| “ 009 397 Angf ramewo rh, Boot 1 397 Ing Dot ~atarter: 1.3, D ATLEASE
s BOP- DTN T raNevOR, DOOT I 357 100000 1 1.9, ) RILEAM
S @rg. wpring! rameverkispe ing-core: 4.0, 6, AILIASE
| === Conmons~Lopp Lag | Commons ~Lagg ingi 1.2
=== arg. wpring! ramework:spr ing-content 1 4. 0.6, RILIASE
woes @09, 390 gt romewarh 3pe ing o091 4, 3.6, RTLEASE
i o QTY. ST INgT ranewa i 557 I0g-Deans 14, 1. 6, RELEASE
1 1 Ve org.apringirasevart: spring-core: 4, ). 6. RELEASE (o)
| === G0 SPTINT Fnewl il Spr N -COre 4, 3,0, RILEASE (o)
e Qg pringt ramewerk: spe ing-eans 1 4. 0. 6. RELEASE (»)
w90 397 LAgT ronewnrh | 3¢ Ang-care (4, 3,8, RILEASE (o)
=== Q. 9T ing! ramewnri: spring-espression: 4, 0. 6. RELEASE
| Ve 0rg 3ot ingt rencwarhs spr ing-corer 4, 3,6, AILEASE ()
== S0P ST INTrENevOrE, DOOT I 37 1AG-000t-Su a0 Lgure i 1,5, 1. RELEASE
| Nows grg. pringf ramevork boct 1 apring-toot: 1.5, 1. RILEASE ()
eGP S0 N T ranewn iR, DO | 397 Ing-beat ~sLarter-Logging i 1.3, 1. ATLEASE
| S £h.308. loghack: loghack-cimsic: ). 0.9

| | wee Oh,gon, Loghech | Leghach-core: 1,19

| | \=== org.sifd)isitd)-ap1:1.0. 02

| sess grgaifa) jeliover-alfd) 1.2

| | A Sl L SEARLTRERRLSEE T3 B BEAY £

| S grg o ifa) ul-to-a 9421722

| | Avee 009 s Lre)isife)~epl 1. 7. 22

| o= @rg. siP8): logh)-over-21804):0.0. 02

| ARt L TEASCREAEL TR 3 B P A 14

S S0P ST N ranevor i 357 Ing-cores 4. ). 4. RELIASE (=)

\ows gepoymlsnabeysml: 1,17

S0 D7 INT FEReO TR, D001 | S5 LAG-DOIT-STArTEr-1ancat ], 3, 1, RELEASE

S QP WPACHE . tORCHT . enbed 108t ~pabed-care: 8. 5. 11

e 0. pOUhe, LonCa L, enbed | 1oncat ~onbed-2 18,3, 11

=== 379 0aChe. LORCHT . enbed 108CHT ~eabed-wedsochet 18,5, 11
\wes arg.apothe, tomcat . enbed: toncat -onbed-core: 8,3, 11

09 Nbernatei N iDermate-vel Laeri). ). 4. F el

Seee Jowan.validet tonivalidet lon-apiz 1. 1.0, Fisel

o 0P 10033, LoPPiag | ot s-logging ). 0.0, Fisel

\e== com. fastermiiclasamate: 101 - L)

v com, faatermnl, fachaon, corel jachson -Satabing: 2.0, 8

o= com. fastermml, |ackion, Core: Jackssn-amatat lons:2.8.0

e B T et T

e cn fasterml, jackion, core: 1xu--con .08
. .

e A ———— s

11
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3 1Gepenaerc ey

dependencies { :
compile 'org.springframework.boot:spring-boot-starter-web' el
compile 'org.springframework.boot:spring-boot-starter-data-jpa’ rchives - Contipuation for archive artucts.
compile 'org.postgresql:postgresql:9.4.1212'
compile 'org.apache.poi:poi:3.15'
compile 'org.apache.poi:poi-ooxml:3.15"
compile 'io.springfox:springfox-swagger2:2.6.1'
compile 'io.springfox:springfox-swagger-ui:2.6.1'
compile 'commons-io:commons-io:2.4'
compile 'org.apache.commons:commons-lang3:3.5' e el —
compile 'com.yunpian.sdk:yunpian-java-sdk:1.2.2' : '”'”’*‘&mﬁfﬁf‘ffﬂ%w N
compile 'org.springframework.boot:spring-boot-starter-security:1.3.0.RC1’ B
compile 'io.jsonwebtoken:jjwt:0.7.0'
compile 'org.json:json:20160810'
compile 'org.quartz-scheduler:quartz:2.2.3'
compile 'org.springframework:spring-context-support:4.1.6.RELEASE' »

2

I heckatyle - The Ohechstyle LIBraries 10 be wsed far tALS project,
10 Ve com.peppycrawd. toolsrchechatyle: 7.6

1 e gt iriain 2. 0.7

| t— gog. et irzgaticd-runt ine: 4.6

1 sees commony -beanet i Ls 1 commons-besnwt 113119,

1 | A== Commans-Co !\ Lect Lons | commony-coliections: ). 2.2
" Sese commona~ciircommons-ciitl )]
1
1
b
!
&

== oM. IOgA L. Juavai Juavai 1.0

complile ~ Dependencies for source setl ‘seln’,
Y. 37 1NG1 raNewD R, DO 1O7 ING-Do0t-starter-wed: ~> 1.5, L RILEASE
I ses geg. 39r ingf ramevorh, Boot 1 39 ing-boet ~atarter: 1.3, 3. ATLEASE

| | o= 0P ST I ranevork, DOOT I 357 10g-0000 1 1.9, ), RILEAM
I I Seee @rg. apring! ramewerk i spe ing-core: 4.0, 6, AILTAST
|

e grgaife) jcl-over-a ity
=== 9rg.sir4)isi14)-0p10
weee grg alta): jul-to-altd) ],
1 Ame= arg o sife)isife)~epli1.7. 02
=== org.sifd): logh)-over-31043:0.0. 02
ARt L TEIS L REAR LIRS B P A
S 0P PTG ranevOrk | 357 Ing-cores 4. ) 4. RILEASE (»)
\ows gepoymlsnabeysml: 1,17
009 SPTANT ranewn IR, D001 | 357 LAg-D0T-S 1A e r-Lancati 1, 3, 1, RELEASE
S QP WPACHE . tORCHT . enbed 108t ~pabed-care: 8. 5. 11
e 20 0pohe, LonCol, enbed | toncat ~enbed-e 11 8.9, 11
A== 379 M9ACNE. LORCHT . enbed | 108CHT ~eabed-wedsochet 18,5, 11

\=== arg. spothe, tomcet , enbed: toncet -onbed -core!8. 3,11
09 Nabernatei N IDe rmate-va L 18aNer 3. ). 4. nal
e Juwan.validat tonivelidet lon-apiz 1. 1.0 Fasal
o gt JI033, LoPPiag | et s-logging: ). 0.0, Fisel
A== com. fastermiiclavamate: 101 - L))
e com, faatermnl, fachaon, core! jachaon -databing: 2. 0.8
o= com. fastermml, |ackeon, core: Jacksan-amngtat ions:2.8.0
Nows com. faaterml, jackion, core: jackson-core: 2.0.6

———amsd b a e e e

e —————

172
nn
testCompile 'org.springframework.boot:spring-boot-starter-test' '
testCompile 'com.h2database:h2’

testCompile 'org.springframework.security:spring-security-test’
testCompile 'org.powermock:powermock-module-junit4:1.6.5'

testCompile 'org.powermock:powermock-api-mockito:1.6.5'
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Threat Modeling

ee

Threat modeling is an approach for analysing the security of an application.
tis a structured approach that enables you to identify, quantity, and
address the security risks associated with an application.

29
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[Security] Prevent the signed in session from being used by unauthorized users r. M
(vZ3 - Latest version, last modfied 9 monts ago)

® Security © +|

v Checklist +

[ Description IQ E tﬁ %

Story Phrase

As a hacker

I can steal the the session tokens of signed in user somehow, then from my own network environment | can access data and functionsof . = <. . which I'm not
authorized

Below is one of the technical solutions can be adopted as a mitigation, This s also the mitigation for the flanw that we are unabile to immediately rvaldate the session tokens on
sarver side when remote chant signs out

&urwmmmmmmmmvwo«mmmm S{CO0K] ;‘jﬁ;i*ﬁ%

nless the hacker
(1) uses the same P address and
(2) uses the same browser and
(3) the tokens doesn't expire.
Assumptions

It is acceptable that after signing intor . .nd before session axpires if remok ch as disconnect and reconnect 1o network 5o ip is
changed by DHCP) the re-sign in is reuuired 10 go on with the operations in 2

Acceptance Criteria Eﬁu&*ﬁ;ﬁ

ACO1
(1) if remote client’s ip address is changed for existing valid sessionr - . “nould deny the access request 10 protected resource til re-sign in.

(2) if remote chent’s browser is changed for existing valld sessionjobviously 1t is abnormal behavior, 80% hacker attack) . +hould deny the access request 10 protected
resource tll re-sign in

17
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/custom=s -~ - A FRA CustomerManager BRIP4

18 » public void should_not_return_all_the_customers() throws Exception { &}E
19 String token = loginAsDefaultCustomer();

given().header("Authorization", token)
.when().get("/customers")
.then().body(empty())
.statusCode(SC_NOT_FOUND) ;

}

@Test
public void should_return_information_of_current_customer() throws Exception {
String tokenOfCustomerl = loginAsCustomer(authData.customerl, authData.pwdOfCustomerl);
String customerId = given().header("Authorization", tokenOfCustomerl)
.when().get(format("/customers/%s", authData.customerl))

.then().statusCode(SC_OK) .extract().path("customerId”);
assertThat(customerId, is(authData.customerl));
}

@Test
public void should_not_return_information_of_other_customer() throws Exception {
String tokenOfCustomerl = loginAsCustomer(authData.customerl, authData.pwdOfCustomerl);
given().header("Authorization"”, tokenOfCustomerl)
.when().get(format("/customers/%s", authData.customer2))
.then().statusCode(SC_UNAUTHORIZED) .body("errorKey", is("authorize_failed"));

19
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| idependencies

Root project

PABY

archives - Configuration for archive artifacts.
No dependencies

i checkstyle - The Checkstyle libraries to be wsed for this project.
11\~ com.puppycrawl.tools:checkstyle: 7.6

L BRI B R A

12 e pntir:antir:2.7.7
2 tone org.aatiriantlré-runtine:4.6
1% +=== commons-beanutils:commons-beanutils:1.9.3
\% \T_I_ o N \E < 2 7 AN B2 Y= 15 |  \— commons-collections:commons-collections:3.2.2
.1 | ;F |H ] 5j{ Z j E / Eﬁ/ O 1 4ene CommOnS-<Li:commons-<li:1,3.1
1 \=== com.@o0gle.guavaiguavaild.e

19 compile - Dependencies for source set 'sain’,
W e org.springframework.boot:spring-boot-starter-web: -> 1.5.1.RELEASE
*=m= Org.springfrasework.boot:spring-boot-starter:1.5. 1. RELEASE
— N S — 7'< n +=== org.springframevork,.boot:spring-boot:1.5.1.RELEASE
2 %E Ej] ;:I: ,fj- j:jF (=] n 4 0rg.springf rasework:spring-core:4.3.6, RELEASE
. L — " | \ === commons~l0gging: commons~logging:1.2
\=== org.springf ramework:spring-context:4.3.6,RELEASE

\=== org.apache.tomcat.enbed: tomcat-enbed-websocket:18,.5.11
\=== 0rg.opache, toncat, esbed: tomcat-eabed-core:8,5.11

org.hibernate:hibersate-validator:5.3.4.Final

+=== javax.validation:validation-api:1.1.0.Final

+=== 0rg. jboss. logging: jboss-1op9ing:3.3.0.Final

|
;:3-/-
B
lig

|
| I
| I |
| | |
| | |
% | | | +=== 0rg.springfrasevork:spring-oop:4.3.6,RELEASE
7 || | | | dene Org,.springframework: spring-beans:4,3,6.RELEASE
» || | | | | \=== 0rg.springframework:spring-core:4.3.6.RELEASE (e)
2 | | | | \=== org.springframework:spring-core:4.3.6.RELEASE («)
» || | | === 0rg.springfrosework:spring-beans:4.3,6,RELEASE (=)
n | | | bone Org.springfrasevwork:spring-core:4.3.6,RELEASE (=)
2 | | | \=== org.springfrasework:spring-expression:d4.3.6.RELEASE
B | | \=== org.springframevorkispring-core:d,3,6.RELEASE (=)
u | | 4eee Org, springframsevork, boot:spring-boot-sutoconf igure:1.5. 1. RELEASE
» |1 | | \=== 0rg.springf rasework.boot:spring=boot:1.5.1.RELEASE (e)
» | | +=== org.springframework.boot:spring-boot-starter-logging:1.5.1.RELEASE
o || | | +—— ch.qos. logback: logback-classic:1.1.9
»w || I | I 4eee ch.Qos. logback: loghack-core:1.1.9
» |1 | | | \=== org.sifd):slfdj-api:1.7.22
0 | | | +— org.slféjrjcl-over-s194):1.7.22
a || | | I \=—— org.s\faj:s\faj-api:1.7.22
“ || | | s 0rg.s1T4): jul-to-5114§:1.7.22
43 | | | | \=== org.sifdj:slfdj-api:1.7.22
“ | | | \—— org.s1f4j:logdj-over-sife):1,7.22
o | | | === org.s\ifaj:slfaj-api:l1.7,22
& “w || | e OrG. SPringframework: spring-core:4,3.6.RELEASE (¢)
AN | | \=== org.yasl:snakeyaml:1,17
% | +=== 0rg.springfrasework.boot:spring-boot-starter-tomcat:1.5. 1. RELEASE
“ | | 4ens Org.apache. toncat, esbed: toncat-enbed-core:8.5.11
50 | | +=== Org.apache.tomcat.ceabed: tomcat-enbed-¢1:8.5.11
| I
| I
| o
| |
| |
% |1 I \=== ¢om, fasterxal:classsate:1.3.1 -> 1,3.3
87 | e com.fasterxal. jackson, core! jackson-databing:2.8.6
58 | | +-== com. fasterml. jackson.core: jackson-annotations:2.8.0
» || I

\=== com, fasterxaml. jackson,core: jackson-core:2.8.6
e S _pre sorinoleamesnckosorinoseh:4 3 6 RELEASE

23
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OWASP DependencyCheck Report

DEPENDENCY-CHECK

Y 2
\

15 01 I w8er's Nk 0 N0 event shall The COPYNQHE RoMder o OWASE Do hatd Sadie 107 any CaMages WhHamsOrwer AnSng out of OF I CONNECEON with The LSS OF THS 1004 T BNalysis Dariomed, O e resuiing repon

How to read the report | Suppressing false positives | Getting Help: google group | github issues
Project: xxxxxxxx

Scan Information (show all):

dependency-check version: 1.4.5

Report Generated On: May 9, 2017 at 11:35:22 +08:00
Dependenciles Scanned: 100 (100 unique)

Viinerable Dependencies: 9

Viiinerabilitios Found: 21
Vuinerabilities Suppressed. 0

logback-classic-1.1.9 jar cpe-/fa:logback:logback:1.1.9
logback-core-1.1.9 jar cpe:/alogback:logback:1.1.9
iackson-annotations-2 8 0 jar cpe:fafasterxml;jackson:2.8.0
iackson-core-2.8.6 jar cpofafasterxmljackson:2.8.6
jackson-databind-2.8.6 jar cpe/afasterxmljackson:2.8.6

itet-0.7.0 jar cpofa:sonatype:nexus:0.7.0
spring-boot-starter-data-pa-1.5 1.RELEASE jar  cpefa:pivotal_software:spring_data_jpa:1.5.1

Highest Severity CVE Count CPE Confidence Evidence Count

High
High
Medium
Medium
Medium
High
High
High
Medium

LOwW
LOw
LOwW
LOw
LOwW
LOw
HIGHEST
HIGHEST
LOW

18
18

Depandency-Check & an cpen source 100l perionming & beat ofort arslyss of 3rd party dependencies, lalse postves and false Negatives may sxit in He anafyss performed by Be 100l Use of Bhe 100 and e reporting prowvided coraiiiuies acoeptance for cae n an AS IS condion, and there ace NO samasties, impled or ohersise, wilh regard 1o The anal

24



BAMMEANE - oMt EMIRELZENE = ThoughtWorks | [T2mis

Introduction to

Container Security

Docker Bz L Ea{ELH

Host Configuration

L] Keep Docker u

L1 Audit Doc
L1 Audit Doc
L1 Audit Doc

ker fi
ker fi

ker fi

D to date
es and directoires - /var/lib/docker
es and directoires - /etc/docker

es and directoires - docker.service

Docker daemon configuration files

Container Images and Build File

Container Runtime

25
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Docker bench for security

docker run -it --net host ——pid host --cap-add audit_control \
—e DOCKER_CONTENT_TRUST=$DOCKER_CONTENT_TRUST \
-v /var/lib:/var/lib \
-v /var/run/docker.sock:/var/run/docker.sock \
-v /usr/lib/systemd:/usr/lib/systemd \
-v /etc:/etc —label docker_bench_security \
docker/docker-bench-security

26
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Docker bench for security

Initializing Thu Jan 26 98:58:33 UTC 2017

[INFO)
[WARN)
[INFO)
[PASS)
[INFO)
[INFO)
[INFO)
[INFO)
[WARN)
[WARN)
[WARN)
[WARN)
[WARN)
[WARN)
[INFO)
[INFO)
[WARN)
[WARN)

[INFO)
[WARN)
[WARN)
[PASS)
[PASS)
[WARN)
[WARN)
[WARN)
[INFO)
[INFO)
[WARN)
[PASS)
[PASS)
[WARN)
[WARN)
[WARN)
[WARN)
[PASS])
[PASS)
[PASS)
[WARN)
[PASS)
[PASS)
[PASS)

Host Comfiguration
Create a separate partition for containers
Harden the container host
Keep Docker up to date
Using 1.13.0 which is current as of 2017-91-18

Check with your operating system vendor for support and security maintenance for Docker
Only allow trusted users to control Docker daemon

docker:x:998:ubuntu
daemon -~ Jusr/bin/docker

Audit docker
Audit Docker
Audit Docker
Audit Docker
Audit Docker
Audit Docker
Audit Docker

files
files
files
files
files
files

File not found

Audit Docker
Audit Docker

files
files

and
and
and
and
and
and

and
and

directories -
directories -
directories
directories
directories
directories

directories
directories

Docker Daeson Configuration
- Restrict network traffic between containers
Set the logging level
Allow Docker to make changes to iptables
Do not use insecure registries
Do not use the aufs storage driver
Configure TLS authentication for Docker daemon
Docker daemon currently Llistening om TCP with TLS, but mo verification
Set default ulimit as appropriate
Default ulimit doesn't appear to be set
Enable user nasespace support
Confirm default cgroup usage
Do not change base device size until needed
Use authorization plugin
Configure centralized and remote logging
Disable operations on legacy registry (v1)
Enable live restore
Do not enadble swarm mode, if not needed
Control the nuaber of manager nodes in a swarm (Swarm mode not enabled)
Bind swarm services to a specific host interface
Disable Userland Proxy
Encrypt data exchanged between containers on different nodes on the overlay network
Apply & daemon-wide custom seccomp profile, if needed
Avoid experimental features in production

Jvar/lib/cdocker
Jetc/docker
docker.service
docker.socket
Jetc/default/docker
Jetc/docker/daemon. json

Jusr/bin/docker-containerd
Jusr/bin/docker-runc
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OO Authentication verification

L Verify all pages and resources by default require authentication
D l I l H S p except those specifically intended to be public
Open Web Application U Verify all authentication controls are enforced on the server side.

Security Project U Verify that account passwords are one way hashed with a salt
O

Session management

Access control

Application Security Verification Standard 3.0.1

[
[
[0 Malicious input handling
[
[

Output encoding/escaping
Cryptography as rest
Error handling
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