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ptrace attach
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ptrace call
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ptrace setregs
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java art method
entry_point

android javaE hook {E38

call ong_entry

AEE(ERapk ART compiled code
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Zygotelnit ->preloadSharedLibraries
|-> System.loadLibrary(libjnigraphics)
|-> dlopen
|-> libzygotehook
|-> hook JavaAPI

ibzygoteHook.s0

cMativeMethod zygoteHook jar

cJavaMethod
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com.miui. B9mainThread {§H onReceive FEIFT i HEEAU T .
app Version : v2017090290(M 0-UN)

B AGERT - 1236ms

dEbug(70ms)EIE/RE: 1R

B2 FE0T action&ReceiveClass :

com.xiaomi.

SMMReceiver
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AlizlE55R:

1.Android Version: 7.1

2.Device: xxx

3.LeakCount: 5

4.LeakMemorySize: 70 KB

5.FileName: com.miui.xxxx 2018-01-25 21-09-36 494.hprof leakinfo.txt

6.LeakinfoSummary: ['In com.miui.xxxx:v2018012090(Mixxxx-
ROM):2018012090.", '* com.miui.xxxx.HomeActivity has leaked:’, '* GC ROOT
static android.app.ActivityThread.sCurrentActivityThread’, '* references
android.app.ActivityThread.mActivities’, '* references

android.util. ArrayMap.mArray’, '* references array java.lang.Object[].[1]’, '*
references android.app.ActivityThread$ActivityClientRecord.nextldle’, '*
references android.app.ActivityThread$ActivityClientRecord.activity’, '* leaks

com.miui.xxxx.HomeActivity instance']
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libc malloc debug TH

AOSP https://source.android.com/devices/tech/debug/native-memory?hl=zh-cn

adb shell stop
adb shell setprop libc.debug.malloc.program app process

adb shell setprop libc.debug.malloc.options backtrace
adb shell start

#I2EhEE debug Y APP

adb shell am dumpheap -n <PID TO DUMP> /data/local/tmp/heap.txt
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inject64 [pid] dumpHeap libinject.so
inject [pid] dumpHeap .so
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Google native heapdump viewer
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Begin trace
size 3917520 count:5441 parentcnt:0

0x00008c0c debug malloc bionic/libc/malloc debug/malloc debug.cpp:310
/system/lib64/libc malloc debug.so

0x00024db4 get wifi radio stats(wifi radio stat*, nlattr**)

hardware/xxxx/wlan/xxxx/wifi hal/llstats.cpp:717 /system/lib64/libwifi-service.so
0x00023a28 WifiCommand:response handler(nl msg*, void*)
hardware/xxxx/wlan/xxxx/wifi hal/cpp bindings.cpp:688 /system/lib64/libwifi-service.so
0x0000a544 recvmsgs external/libnl/include/netlink-local.h:113
/system/lib64/libnl.so

0x00023920 WifiCommand::requestResponse(WifiRequest&)
hardware/xxxx/wlan/xxxx/wifi hal/cpp bindings.cpp:619 /system/lib64/libwifi-service.so
0x00025f1c wifi get link stats

End Trace
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