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Large-scale cluster management at Google with Borg

Abhushek Verma'  Lus Pedrosa®  Madbeka® Korupolu
David Oppenhedmer Eric Tune  Joba Wilkes

Cooghe Inc

Abstract

Google's Borg systom s & chuster mamgper hat rers W
deods of thowsands of jobs, from many Sousands of dfer-
o appin s, s @ messlar oF e cen s wink sy e

s of Bousands of machoes.
B achicves high stilizanon by combeing admemsos (o
trol, efficient task-packing, over and machin

sharing wih procoss-level perform dation. M vapy
haghomnnildbalony sppdestions with rendine Geanues Aot win
mh)mnm-ﬂdﬁhp‘m“w—
duce the grobability of | Bocg
iklahmbytﬁn(u&dmnb’xm
langsage, same service itogration, rea-time job mosilor-
ing, and ol 10 asalyee od viemulate vytem behavior.
We procnt 3 sermenary of the Boeg iywiem architorture
and featuses, nponant doags dochions, & quantitative nal.
yois of some of its polcy decisions, asd & gualitative ex-
arvination of lessons leansed from a decade of operational
experience with it

1. Intmdection

The clusie’ masapement sysiees we innesally call Borg o8-
s, schodales, starts, redaens, and mositons the fall nage
of spplicenons that Google rums. This puper explains how.
BSO0R PN I0Cs MMee M DEsclNs f1 | ) Rades I Odals
of resouscy managoment ind fallure hanclng so £ usen can
foous on apication dovelopment insscad; (2) oporanes with
vory high wilabdity and wallability. and supports applica-
thons that 4o the same; and (1) hets s nin workloads aeross
teres of thesnands of madines effoctinly, Bong s ne the
Bt syston 50 addross thow ssaes, but it s ose of the fev op-
orating & his scale, with Bils dogroe of osibency and som-
plotenoss. Thin paper s oganined seoend Bess topics, o0~
¥ Wark doner il sether was & Coogle.
1 My # Vistwrowiey of Soashors Celifeorsis

:2—‘ lf.'. =

Figwe 11 The high Joed archiecture of Bocg Only o by fancrion
of th thowsemds of werker modes are Aown.

chudag with a set of Qualitative olscrvalions we wve made
oo opessting Boeg in peods for move than » decade.

2. The user perspective

Bory's wers ave Google developers and systom adminisira
s (sl reliabiliny snglineers or SREX) thae ne Google's
pplcanons and sovices. Users subosit their work 10 Borg
n fe form of Jobs oach of which consists of om0 or mone
ks Shat ol rus the same program (dsary ). Bah job russ
n ose Borg cel¥, aset of machues e are aped as a
unit. The romainde of this soction descrbos the mals foa-
tuoes exposed in the sser view of Borg.

21 The warklond

Bory celis run 3 beterogescus worlload with two nan parts.
The frst is long-naning sworvices that dhould “sever™ go
Armn st Ranelie et lned Tsbencvaarss e wreseils (s

M EEBR R ERAE
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The cluster management

system we internally call
Borg

admits, schedules,
starts, restarts,
and monitors

the full range
of applications that Google
runs.

10 years
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Borgmon iz 1% ?}:\a ‘ [T Znizs

/varz
app0 >

curl http://app0:80/varz

http_requests 37
errors_total 12
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“http_requests”

now - 24t
now - At

now
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{var=http_ requests, job=webserver,inatance=host(0:80,service=web,zone=us-west}

b B AN M Lebis 1=

F1— SRRV REIER

{var=http requests, job=webserver,service=web, zone=us-west}

TR

{var-http_requests, job~webserver,instance~host0:80,8ervice~web,zone~us-west) 10

{var=http requests, job=webserver, inatance=hostl1:80,service=web,zone=ua-wveat} 9

{var=http requests,jobh=wehserver, 6 instance=hast2:80,service=web, zone=us-west} 11

{var=http requests, job=webserver,6 instance=host3:80,6service=web, zone=us-wves:} 0

{var=hiLil> requesls, job=websexrver,inslance=hcsl4:80,service=web, zone=us-wes.} 10
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rulas <<<

# Compute the rate of reguests for each tasx [rom the count of regquests

{var=task:http requests:ratellm, job=webserver} =
rate({var=http_ requests, job=webserver}|[1l0m]);

# Sum the rates to get the aggregate rate of queries for the cluster;

# ‘without instance’ instructs Borgmon to remove the instance label

# from Lhe righl hand side.

{var=dc:http recuests:ratellOm, job=websgserver} =

sum without instance(({var=task:http requests:ratellm, job=webserver})

>>>

M EEBR R ERAE
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Alerting ?3 a‘ T2

rules <<<
{var=dc:http_errors:ratic_ratelOm, job=webserver} > 0.01
and by job, error
{var=dc:http errors:ratellm, job=webserver} > 1
for 2m
=> ErrorRatioTocHigh
details "webserver error ratio at [[trigger_value]]"

labels {severity=page};
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Prometheus

Visit prametheus.io for the full documentation, examples and guides.

clrcioci  pacding

Prometteus, a Cloud Native Computing Foundation project, is a systems and service monitoriag system. It collects
metrics from configured targets at given irtervals, evaluates rule expressions, displays the results, and can trigger
alerts if some condition is observed to be true.
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«Even though Borgmon remains internal to Google, the idea of treating time-
series data as a data source for generating alerts is now accessible to
everyone through those open source tools like Prometheus |...J»

Site Reliability Engineering: How Google Runs Production Systems (O'Reilly Media)
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Kubernetes Prometheus OpenTracing Fluentd
Kuberetes is an open- Power your metrics and OpenTracing — A vendor- Fluentd is an open-source
source system for alerung with a leading open neutral open standard for logging solution to unify
sutomating deployment, source monitoring solution distributed tracing. data collection and
scaling, and management of - Prometheus. See opentracir consumption.
cantainerized applications See neth See |
See |
. ]
gl ‘GRPCx 0
Linkerd RPC
| 9 CoreDNS
Resilient service mesh for cloud native gRPC is a high-performance, open- CoreDNS des DNS )
applications. Linkerd is a transparent source universal RPC framework. & - ¢ P :m oud dseMCESee
oroxy that adds service discovery, See ROy Fons e SR RN

rcuting, failure handhing, and visibility
to modem software applications.
See link
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[root@server prometheus]# tree -L 1

— alertmanager

— alertmanager.yml
— host.yml

— LICENSE

F— mysql.yml

— NOTICE

— prometheus

‘— prometheus.yml

@ directories, 8 files

M EBR R GERAR ~
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global: &
evalugtion_interval: 15s o
external _labels:
monitor: QMonitorPlus
scrape_interval: 15s
rule_files: [J
sarape_configs:
- file_sd_configs:
- files:
- nost.yml
job_name: Host
scrape_interval: Im
file_sd_configs:
- files:
- mysql.ynl
Jjob_name: MySQL
scrage_interval: Im
job_name: prometheus
static_configs:
- Largels:
- localhost:909@
[root@server prometheus}# cat mysql.yml
- targels:
- 10.10.20.7:9104

[root@server prometheus}®$ cat prometheus.yml ‘;""U'_ \AZAAAM

erw QNI 27
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[rootfserver prometheus]# export DATA_SOLRCE_NAME="trost:tost0(16,10,.20 . 8:9386) /"
[root&server prometheus]® fusr/local/oin/mysqld_exporte

[0630] Starting mysqld_cxporter (versions=8.9.8, brancheraster, revi sion-8400cF20ccdbFEbSe8fan? cAZScS6 o8 cd? &7 wrysqld_eaportoer, go:432
[o09g] Build context (@o=gol.6.3, user=rogl@Lclilcbbcadl, dale=20060820-18:28:09) =aysqld_exporter.go: 433
02207 Listening on :9104 ~mysqld_sxporter.ad:451

M EBR R GERAR -
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G O N 10.10.20.8:9708, matrics

my=gl_global statue bytes_received 1.730910Bu+D7

& HELF myegl_global status bytes sent Gunericv metric from SBOK CLCOBAL STATUS.
& TYPE myegl_global status bytes sent untyped

myvsgl global status bvtes_seot z.3UG/ZEde+D7

# HELF mysgl_global status_commands_total Total pumber of executed MySQL ccomands.
# TYPE mysgl_glokbal status_commands_total counter

nyegl glabal status cocmmands tatal {ccmmand="admin cormands”} 0O
myvsgl glnhal aratus cemmands tatal {zemmand="alter dh*} 0

nvsgl glnbal aratus cemmands tatal {zemmand="alter dh upgrade’: €
nyvsqgl glnbal aratus cemmands tatal {zemmand="alter event") €
mys=gl_global statue _voncande total{ccmand=-"alter fuoction"} 0
mysygl_ylubal statue _coowande total{cvimand=-"alter_prucedure™) D
mysgl_global_statue_convande_total{ccmmand-"alber_server'} 0
myeyl_gylobal _statue_comvande _bLotal{ccimand-"albter_takle"} C

mvegl global status ccmmands total{ccmmand="alter teblespaca’: (
mvegl_global_ status ccmrands _total{ccmmand="alter user"} 0
myvegl_global status ccmrands total{ccmmand="analyze') ¢

nysgl global atatus commands total {cemmand="aazign =n koyrmache'} @
nysgl global atatus cemmands total {aemmand="hegin®} 0

mysgl global atatus commands tatal {zemmand="hinlng"} 9
mysgl_global_satatus_ccmnands_tatal {(aemmand="eall_procedurn”} @
myeyl_global_stalue c;mxmnda _Lotal{ccmmand-"change_dk'} ©
nyeul_glub-l_abiLa_cummds_bo.-l{ccmuu- change_maslez'} 0
myeygl_global_sLalus_coowande _Lolal{ccimand-"change_zepl Iilter'} ¢
mvegl global status cemmands tozal{scmmand='check'} 0
mvegl_global status ccmmands total{ccmmand="'chacksum®} 0

iR

X \A/rANL

N roami

om

ll'.
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irate(mysql_global_status_bytes received(instance=10.10.20.8:9104"[5m]) :’ 3'\ @ [T 25lniss

Loed Lrve: 28 T1e

inaagryagl_ghebel_sialus_betes_raceivedratance="10.10.2C.8:9° 04"} 50} Pheadul e 142

Exacits - At malas al casar -

Graph Consae

Enrram Vvus
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Acd Graph
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increase(mysql_global_status_bytes received{instance="$host"}[1h]) ; [T 2l iss
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[root€server prametheus]# cal mysql.rules 3 5
¥ Alert: The replicotion leg i.';jn:'\—rvﬂrn and it predicted to not recover within :‘ +U-_ wOQuU
¥ 2 mlautes, This allows for @ srall amount of replication lea. ‘) A, I:] VTl =
# NOTE: This alert depends on the recording rule at the top of the file. GEEKR L EEsm
ALERT MySQLReplicationlag
IF
(mysql_neartbeat _lag seconds > 39)
AND on (instance)
(predict_ linear(mysql _neartbeat_lag_seconds[S5e], 60%2) = @)
FOR 1m
LABELS {
sevarity - “critical®
}
ANNOTATIONS {
sumary - “MySOL slave replication (s lagging”,
dascrption = "The mysql slave replication has fallen behind and is not recovering”,

}

Faasd
# Performonce Alorts

# Alert: InrnolE log writes are stalling.
ALERT MySQLInnwDELoghaits
TF rate(rysql_alobal _status_innadb_log waits[150]) > 18
LABELS {
scverity = “marming”
}
ANNOTATIONS o
sumary = “MySOL inmodb log writes stalling”,
description « "The {nnodd loas are watiting for disk at a rate of {{Svaluel} / second”,

}
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https://github.com/prometheus/mysqld_exporter
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https://github.com/oliver006/redis_exporter
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Postgre SQL

https://github.com/wrouesnel/postgres exporter
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Opeexfien: Per Shard Crarkx by Shad

KOPHET CN L3g Sy s Cpteg Kaaga by bt

https://github.com/percona/mongodb _exporter
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