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! static shmem startup hook type prev shmem startup hook 3

= NULL;
void PG init (void) o

|
i{

prev_shmem startup hook = shmem startup hook;
shmem startup hook = pgss shmem startup;

l
\
\
\
\
\
\
..... ‘
\
\
\
|

EE o ,” static void pgss_shmem startup(void);

static void pgss shmem startup(void)

{

| e

void PG fini (void)
{

shmem startup hook = prev shmem startup hook;

}

if (prev_shmem startup hook)
prev_shmem startup hook();

e
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O S#EE (postgresgl.conf) :
shared _preload libraries ="xxxx'

O zZZH{Tload$ss :
postgres=# LOAD "xxxx’;
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-—auth delay

static void
auth delay checks (Port *port, int status)
{

if (original client auth hook)
original client auth hook(port, status);

if (status != STATUS OK)

{
Pg_usleep (1000L * auth delay milliseconds);

}

. #/,

PGConf.CN 2017

original client auth hook

void PG init (void)

original client auth hook

ClientAuthentication hook;
ClientAuthentication hook =

L }

N

static ClientAuthentication hook type

NULL;

auth delay checks;
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object_access_hook_type
ExplainOneQuery_hook_type

HOOK#4

explain_get_index_name_hook_type

check_password_hook_type
ExecutorStart_hook_type
ExecutorRun_hook_type
ExecutorFinish_hook_type
ExecutorEnd_hook_type
ExecutorCheckPerms_hook_type
ClientAuthentication_hook_type
set_rel_pathlist_hook_type
join_search_hook_type
set_join_pathlist_hook_type
planner_hook_type
create_upper_paths_hook_type
get_relation_info_hook_type
post_parse_analyze _hook_type
row_security policy hook type
shmem_startup_hook_type
ProcessUtility_hook_type
get_relation_stats_hook_type
get_index_stats_hook type
get_attavgwidth_hook_type
emit_log_hook_type
needs_fmgr_hook_type
fmgr_hook_type

A=
src/backend/catalog/objectaccess.c
src/backend/commands/explain.c
src/backend/commands/explain.c
src/backend/commands/user.c
src/backend/executor/execMain.c
src/backend/executor/execMain.c
src/backend/executor/execMain.c
src/backend/executor/execMain.c
src/backend/executor/execMain.c
src/backend/libpg/auth.c
src/backend/optimizer/path/allpaths.c
src/backend/optimizer/path/allpaths.c
src/backend/optimizer/path/joinpath.c
src/backend/optimizer/plan/planner.c
src/backend/optimizer/plan/planner.c
src/backend/optimizer/util/plancat.c
src/backend/parser/analyze.c
src/backend/rewrite/rowsecurity.c
src/backend/storage/ipc/ipci.c
src/backend/tcop/utility.c
src/backend/utils/adt/selfuncs.c
src/backend/utils/adt/selfuncs.c
src/backend/utils/cache/Isyscache.c
src/backend/utils/error/elog.c
src/backend/utils/fmgr/fmgr.c
src/backend/utils/fmgr/fmgr.c
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——parse tree

select id,coll from tl where id=1 order by id

{ QUERY :selectedCols (b 9 10) } :resorigtbl 123056 :sortClause (
:commandType 1 sinsertedCols (b) {CONST :resorigcol 1 {SORTGROUPCLAUSE
:querySource 0 :updatedCols (b) :consttype 23 :resjunk false :tleSortGroupRef 1
:canSetTag true :securityQuals <> :consttypmod -1 } :eqop 96
:utilityStmt <> } :constcollid 0 {TARGETENTRY :sortop 97
:resultRelation 0 :constlen 4 :expr :nulls_first false
:hasAggs false ;jointree :constbyval true {VAR :hashable true
:hasWindowFuncs false {FROMEXPR :constisnull false :varno 1 }

:hasSublLinks false :fromlist ( :location 32 :varattno 2 )
:hasDistinctOn false {RANGETBLREF :constvalue4[10000000] :vartype 23 limitOffset <>
:hasRecursive false :rtindex 1 } :vartypmod -1 :limitCount <>
:hasModifyingCTE false } ) :varcollid 0 :rowMarks <>
:hasForUpdate false :location 31 :varlevelsup 0 :setOperations <>
:hasRowSecurity false :quals } :varnoold 1 :constraintDeps <>
:ctelist <> {OPEXPR } :varoattno 2 }
:rtable ( :0pno 96 :targetList ( :location 10
{RTE :opfuncid 65 {TARGETENTRY }
:alias <> :opresulttype 16 :expr :resno 2
:eref :opretset false {VAR :resname coll
{ALIAS :opcollid 0 :varno 1 :ressortgroupref 0
:aliasname t1 :inputcollid 0 :varattno 1 :resorigtbl 123056
:colnames (""id"" ""col1"" ""col2"") :args ( :vartype 23 :resorigcol 2
} {VAR :vartypmod -1 :resjunk false
:rtekind O :varno 1 :varcollid 0 }
:relid 123056 :varattno 1 :varlevelsup 0 )
:relkind r :vartype 23 :varnoold 1 :onConflict <>
:tablesample <> :vartypmod -1 :varoattno 1 :returninglList <>
:lateral false :varcollid 0 :location 7 :groupClause <>
:inh true :varlevelsup 0 } :groupingSets <>
:inFromCl true :varnoold 1 :resno 1 :havingQual <>
:requiredPerms 2 :varoattno 1 :resname id :windowClause <> L
:checkAsUser 0 :location 29 :ressortgroupref 1 :distinctClause <> .;uvqul;:‘.
PostgreSQL
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--plan

select id,coll from

tl where id=1 order by id

{ PLANNEDSTMT
:commandType 1
:queryld 4258770327
:hasReturning false
:hasModifyingCTE false
:canSetTag true
:transientPlan false
:dependsOnRole false
:parallelModeNeeded false
:planTree

{SEQSCAN
:startup_cost 0.00
:total_cost 72755.05
:plan_rows 1
:plan_width 8
:parallel_aware false
:plan_node_id 0
‘targetlist (
{TARGETENTRY
:expr
{VAR
:varno 1
:varattno 1
:vartype 23
:vartypmod -1
:varcollid 0
:varlevelsup 0
:varnoold 1
:varoattno 1
:location 7

}

:resno 1

:resname id
:ressortgroupref 1
:resorigtbl 123056
:resorigcol 1
:resjunk false
}
{TARGETENTRY
:expr
{VAR
:varno 1
:varattno 2
:vartype 23
:vartypmod -1
:varcollid 0
:varlevelsup 0
:varnoold 1
:varoattno 2
:location 10
}
:resno 2
:resname coll
:ressortgroupref 0
:resorigtbl 123056
:resorigcol 2
:resjunk false
}
)
:qual (
{OPEXPR
:opno 96
:opfuncid 65
:opresulttype 16

:opretset false

:opcollid 0

:inputcollid 0

:args (
{VAR
:varno 1
:varattno 1
:vartype 23
:vartypmod -1
:varcollid 0
:varlevelsup 0
:varnoold 1
:varoattno 1
:location 29
}
{CONST
:consttype 23
:consttypmod -1
:constcollid 0
:constlen 4
:constbyval true
:constisnull false
:location 32
:constvalue4[10000000]
}

)

:location 31

}

)

lefttree <>
:righttree <>
:initPlan <>

:extParam (b)
:allParam (b)
:scanrelid 1

}

:rtable (

{RTE

:alias <>

:eref
{ALIAS
:aliasname t1

2CO|nameS (llllidllll |lllco|1|lll llllcolzllll)

}
:rtekind 0O
:relid 123056
:relkind r
:tablesample <>
:lateral false
sinh false
:inFromCl true
:requiredPerms 2
:checkAsUser 0
:selectedCols (b 9 10)
:insertedCols (b)
:updatedCols (b)
:securityQuals <>

}

:resultRelations <>
:utilityStmt <>
:subplans <>
:rewindPlaniDs (b)
:rowMarks <>

:relationOids (o 123056)

:invalltems <>
:nParamExec 0

}
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SQLHIE Hit il
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RULE_NO
PG-DML-001

PG-DML-002
PG-DML-003
PG-DML-004

PG-DML-005

PG-DML-006

PG-DML-007

PG-DCL-001

PG-DCL-002

PG-DCL-003
PG-DCL-004

PG-DDL-001
PG-DDL-002

RULE_CONTENT

UPDATEZE |- i L ORDER BY-F-
G

UPDATE 43l H4 B WHERE 1-41)

T] e UPDATE 4> 2 B3
DELETEA 47 H B WHERE 11

DELETEZ% i 4 ¥).ORDER BY-J-
H)

A FEDELETEL KR

25 || = SELECT 1)

P BT & M

r_*_ary IR AGE I

devsup H F #ZAGE M
edsqry F P B BGE

DATEZR M =7 Bt iy 44 1B 4
5| LA EITE

RULE_HINT
15 By UPDATEE f1) -1 'JORDER BY-1-]

15 1IN WHERE - f1)
THI BEWHERESRE, & A AT 3
15 ¥ IIWHERE 1)

17 HX JE§ DELETE & &) 71 ) ORDER BY-T-H]

TH R A WHERES A, R M iA T g

15 AN B AESELECT 2 1) 1Y) - Bt T ik B SELECT
T

TR P 4

15 AN E ¥t insert/update/delete/execute & all
FUBR$Z A5 QRY F T

Hpekr_*_dev_qryt fR4Z A 45 devsup A
HEe¥r_*_qryt fR4Z A 4 edsqry FH

Date KA1 By, 752 LA "date_"{E AT EL
&"_date"fUN 5 4

Rl AN A IDX_RAFR_FB 44

STATUS

ENABLED

ENABLED
ENABLED
ENABLED

ENABLED

ENABLED

ENABLED

ENABLED

ENABLED

ENABLED
ENABLED

ENABLED
ENABLED

LEVEL

WARNING

WARNING
WARNING
WARNING

WARNING

WARNING

WARNING

ERROR

ERROR

ERROR
ERROR

WARNING
WARNING

RE-RIT BE

EXTRA_INFO

postgres,dbmgr,dbmon,dbmon
opr,deployop,edsop,edsqry,rep
mgr,repuser,pub_test,dtcoll,dm
Ibak,devsup*,*data,*opr, *tjs, *k

tl,*sqgp, *etl
select,usage

r * dev_qry
r_*_qry
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SQL*m $V?ﬁ‘¢ PG-DML-002 = UPDATE A HH B WHERE-T-41) 153 IMWHERE ¥-4) ENABLED WARNING

- AT EZEGI |
1P ’ =YD Queryﬁ} SQLigE/i&EE T |

> FFpost parse analyze hookiX“/ hook

> XjQUETYEi@*ﬁi&??ﬁ*ﬁ' | post_parse_analyze hook \ i
>  FlffrwhereZ4NodeRHAS \ ‘

date t1 set col1=0 where id=1; update t1 set col1=0;
update set Co whnere | P y
a0 sJoincreese a0 sJointcrese
1 { FROMEXFER i <11 { FROMEMFER
az= *Sromlist = az *:Ffromlist
43 I RPANGETELREF 43 {FAMGETBELREF
<1 srocindex 1 <11 srtcindex 1
as 3 a5 i
s ] a4 ¥
a7 Toaal s a7 Toaasl s >
a4 {OPEXPR
as : opTo 98
S50 topfuncid &5
=1u B ropresulocoyie 1a
52 topreccser false
53 ropcollid O
54 stidinmputcocollid O
55 arags |
56 {WVhRr
57 TwrEaETrTe 1
s ==waratTriuo 3 .
59 wartyoe 23 (=]
a0 zwartwpmod —1 (=]
a1 zwarcollid O
a2 svwvarlewelsun O
a3 TwaErnocold 1
aa swvaroattno 1
a5 zlocatiorn 27T
a6 3
L=Tr ) { oS T
as COMSTTCYV= 2=
a9 CcConsSTtoypRpmod — 1
7o constcollid O
T toconstlern 4
T2 :constbhywal Ttras
T= sconstisnall falss
Ta zlocaciorn =0
TS T Cconsta e lua= 4 C i o o o O O O O
Ta ¥
T ¥
=] s location 23
Ta 3
m =o 3 as 3
=1 rcargetldst as stargetlhist
&2 {TARGETEMNTERY 50 {TARRGETEMNTRY
=23 T =T N S T enp T
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i iy
SQL@}..BEE&EFF PG-DML-003 A[HEUPDATEA= R A R EWHERES A}, RBE A MATIEIE  ENABLED = WARNING
--HEEZZEG2
> FlFIExecutorStart_hookiXhook P Plencastne SQLigi&/ MR |
>  YJPlanedStmtiiHITHHT B \. i

» ¥l#i(scan)node->plan.qual == NULL ? OSRERSER os 1

—_— — °
update t1 set col1=0 where id=1; gz iy el g U=t wlies 1=,
p - LY | — .
update t1 set col1=0 where true;
373 rresjunk true 372 rresjunk Ttrue
FTa 1 373 31
3ITS » 374 h]
376 zouaal (4 375 zoaal I
377 {OPEXFPR
378 topno 98
37O zopfuncid &5
3E0 topresultoyepe 146
381 rtoprecset false
382 topcollid O
383 sinputcollid O
354 zargs
ZIES IWERER -
IE8 swarno 1 =]
387 rwvarattno 1 ==
388 rwarcype =23
389 rwarctypmod —1
=90 swvarcollid O
391 zwvarlewvwelsup O
oz swarnoold 1
93 swvarcatto 1
394 zlocation 27
395 3}
ZF9a {CONST
397 toconsttype Z3
398 tconsttypmod —1
99 tconstcollid O
400 zconstlen 4
401 rtconsthywal Truse
402 tconstisnmall false —
403 s location =0 B o o—
404 tconstwvaluas 4 [ 1 o o0 o o o o o ] ﬁ@m‘j’gﬁ%
405 }
4086 B
407 zlocation 23
408 3}
409 ¥
410 s:lefttree <> 376 zleftbree <> '
411 :righttres <> L | 377 :righttres <> @ I ’Tw,.:l
1 /B

PostgreSQL |
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RULE_HINT

RULE_NO RULE_CONTENT

SQOLINCHtZHR4
—HITEEEZE3

~t

grant insert,update on t1 to r demodata_qry;

» FIFProcessUtility hookiX/{“hook

FHY) ;. GrantStmt ‘

>  YJGrantStmtI{THOHMT

> XY]'(GrantStmt)Stmt—>grantee—> rolename Proceswtility—hoo}{

F (GrantStmt) stmt->privilege->priv namefIATTIHITHIKT

stmt—>grantec=es)

Fforeceach (cel1

Rolespaec Fgrantese — (RolesSpaec B | I1Ffirst{(c=11)
if (dis_begin with{(grantee—>rolename, b
& d1s end with{(grantee—>rolename,
existsoRYrnle = H

(lexistsoRYrule)
returms

(stmt —privileges == NIL) £
fTlag =— H

=1 s i

Fforeach (cel11 , stmt—=privileges)

i

AccessPriwv *privnode = (AccessPriw *) l1first (cell)

Fflagl = 7
Fforeach {(celll,privilegeList)
i

char *priwv = (char I1first(c=ell11) 7

if (stromp (privnode>priv name, PDPriw) 1=
Flagl =

3

if (flagl) {
Flag =—
breaks

LEVEL

STATUS EXTRA_INFO

PG-DCL-002 r_* qryfA B80S iE A ¥ insert/update/delete/execute i al B[R % A1 45 QRY £ £ ENABLED ERROR select,usage

)
(.['» $ il 3
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SQLINTB H IRt

--E1ENERD

> BFEBRFEENode

> ZE—FIrE 1 "NodeAINodeTag

> RIEFEEANAEYI A NodeIAEZE
EFFEEMFME

plan:

{PLANNEDSTMT
:commandType 2
:queryld 2148518803
:hasReturning false
:planTree
{MODIFYTABLE
:startup_cost 0.00
:total_cost 72744.75
:resultRelations (i 1)
:resultRellndex 0
:plans (
{SEQSCAN
:startup_cost 0.00
:total_cost 72744.75
:plan_rows 1575
:resorigcol 0
‘resjunk true
}
)
:qual <>
lefttree <>
:righttree <>
sinitPlan <>
:extParam (b 0)
:allParam (b 0)
:scanrelid 1

}

void

outNode(StringInfo str, const void *obj)

{

if (obj == NULL)

appendStringInfoString(str, "<>");

else if (IsA(obj, List) | |IsA(obj, IntList) | | IsA(obj,
OidList))

_outlList(str, obj);

else if (IsA(obj, Integer) | | IsA(obj, Float) | |
IsA(obj, String) | | IsA(obj, BitString))

{

_outValue(str, obj); }

else {

}

appendstringInfoChar(str, '{');
switch (nodeTag(obj))

{
case T_PlannedStmt:
_outPlannedStmt(str, obj);
break;
case T_Plan:
_outPlan(str, obj);
break;
case T_XmlSerialize:
_outXmlSerialize(str, obj);
break;
case T_ForeignKeyCachelnfo:
_outForeignKeyCachelnfo(str, obj);
break;
default:
break;
}

appendstringlnfoChar(str, '}');

JERGAIE : src/backend/nodes/outfuncs.c

bool traversalNode(const char *ruleNo, const void *obj)
{
if (obj == NULL) return false;
else if (IsA(obj, List) | | IsA(obj, IntList) | | IsA(obj,
OidList))
return traversalNode_List(ruleNo, obj);
else {
switch (nodeTag(obj)) {
case T_Query:
return traversalNode_Query(ruleNo, obj);
break;
case T_SublLink:
return traversalNode_SublLink(ruleNo, obj);
break;

case T_SeqScan:
return traversalNode_SeqgScan(ruleNo, obj);
break;
default:
break;
}
}

return false;

1

static bool traversalNode_SeqgScan(const char *ruleNo,
const SeqScan *node) {
if (strcmp(ruleNo, "PG-DML-003") == 0
|| stremp(ruleNo, "PG-DML-006") == 0) {
if (node->plan.qual == NULL) {
return true;
}
}

return false;

Tz
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SQLINE EHfZ {4
_ TRk E

postgres=# select * from pg sql check rule;

PG-DML-001
PG-DML-002
PG-DML-003
PG-DML-004

rule content

rule hint

UPDATEZE 1 HIWORDER BYF4H]

UPDATE VA2 HH TR WHERE F4)
A BEUPDATEZ FHUE
DELETE 27 1 B WHERE T )

DELETEZE IF 4 BLORDER BY ]
T] BEDELETEZ Z411E
2% | #% Z SELECT 1)

PG-DML-005
PG-DML-006
PG-DML-007

postgres=# select * from pg sJgl check logs
check_date | rule_no
application name | queryid

rule_content |
query

rule_hint

15 ELYHUPDATEE 5] H #JORDER BYFH]

T IWHERE F4)

BREWHERER M, BEIHE MITITE

B IWHEREFH)

5 BLJHDELETETE B] H HJORDER BYFH]

B EWHERER G, BERE MITITE
BAREFSELECTE M TR P EHRESELECTTEH

datname

ENABLED
ENAELED
ENAELED
ENAELED
ENAELED
ENABLED
ENAELED

usesysid

usename

2017-06—-16
psgl |
2017-06—-16
psqgl |
2017-06-16
psqgl |
2017-06-16 :35:49.490815+08 | PG-DML-002 | UPDATEL,ZHH FIWHERE T &) | 158 IIWHERE T &)
psql | 165823437 | update tZ set coll=1l:
2017-06-16
psql
2017-06-16
psgl I
2017-06-16
psgl I
2017-06—-16
psgl I
2017-06—-16
psqgl | 30780557 | delete from t2 where 1=1;
2017-06-16 :35:49.5157+08 | PG-DML-006 | W] HEDELETESIF=IUIE
psqgl | 4068198720 | delete from t2Z where true;
2017-06-16

psgl |

4068198720 | delete from t£t2 where true;

390658016 | update t2Z set coll=1l where 1=1;

| 165823437 | update tZ set coll=1:
320658016 | update t2 set coll=l1l where 1=1;

257380939 | update t2 set coll=1] where true;

1999229256 | select id, (select coll from tl1 where tl.id=t2.id) from t2;

:33:39.614251+08 | PG-DML-006 | H] FEDELETESFR#THE | T EWHERESRF, BE&EH Mg
:33:46.424295+08 | PG-DML-003 | H] FEUPDATEZS FRHTHE | T EWHERESRF, BE&EH Mg
:35:49.479283+08 | PG-DML-001 | UPDATEZE1EHHILORDER BY T &) | iEEIEUPDATEIE &) BJORDER BY T HJ)
3247814783 | update t2 set coll=1 where id in (select id from tl1 where coll=1 order by col2):;
:35:49.492552+08 | PG-DML-003 | W] FEUPDATE=FEHF | IEEEWHERESR Y, ETEEEMITIEEE
:35:49.496084+08 | PG-DML-003 | A]FEUPDATEZ=FEATHE | IF T EWHERESR G, EEEH T idEE
:35:49.50081+08 | PG-DML-003 | F]FEUPDATEZ= FEHIHE | IEREWHERESRF., O iEHE MiTiTdiE
:35:49.504195+08 | PG-DML-005 | DELETEZEiFHHINORDER BY 78 | iFHJEDELETEIS &) HJORDER BY 5]
1528877246 | delete from t2 where id in (select id from tl where coll=1 order by col2);
:35:49.511674+08 | PG-DML-006 | H] BEDELETEZFRI#iE | IFE R EWHEREFHK . =T IRAE MAT IS 3R
BT EWHERESR . EEEE MiT i
:35:49.517257+08 | PG-DML-007 | ZEIFBRESELECT T &) | A EESELECTE H RN F=E R H#FESELECT T & 18

postgres
postgres
postgres
postgres
postgres
postgres
postgres
postgres
postgres
postgres

postgres

123069

123069

123069

123069

123069

123069

123069

123069

123069

123069

123069

il 3
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SQLINE EHfZ {4
- =BT R

<:> Setsglcheckrulestatus ()
IREENEEEHZ DISABLED

(1 row)

postgres=# select setsqlcheckrulestatus('PG-DML-001', 'DISABLED');
setsglcheckrulestatus

postgres=# select setsglcheckrulelevel ("PG-DML-001", '"WARNING') ;
setsglcheckrulelevel

<:> Setsglcheckrulelevel ()
IRERMNES S WARNTNG

<:> Clearsqglchecklog()
nIEEHZIEM B E TABLE pg sgl check TRUNCATED
(1 row)

= 1‘7“‘ o T FENY
¥ i
RE-RIT BE PostgreSClL
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=== postgres=# select id, (select coll from tl where tl.id=t2.id) from t2;
SQLf}.n,,E,HE*z]’ﬁﬁ: WARNING: (PG-DML-007)ZEiF#rEselectTH]

- - ER R HINT: 5P EfEselectBHHFERITHEFHFEselectTEH

postgres=+# update tl set coll=0 where 1=1; postgres=# update tl set coll=0 where true;
WARNING: (PG-DML-003) H] EBupdate=FHiE WARNING: (PG-DML-003) H] §Eupdate & FEiE
HINT: i5f@Ewhereskff, 2EERHITLIE HINT: i5t@Ewherezff, ZTESBEITIHIE
UPDATE 1000 UPDATE 1000

postgres=# update tl set coll=0; postgres=# delete from t2 ;

WARNING: (PG-DML-002)updatef/ZiH T whereF 5] WARNING: (PG-DML-004)deletedbZiH I whereF 5]
HINT: igiZi0whereF=] HINT: igiEJ0whereF%&]

WARNING: (PG-DML-003) H] EEupdate=F &R WARNING: (PG-DML-006) H] §EdeleteFEIE
HINT: iFfa&Ewheref&ff, 2EHEHMHITIZIE HINT: igfa&Ewheres®Zff, 2EFERAHMATHIE
UPDATE 1000 DELETE 999

postgres=# delete from t2 where id in (select id from tl where coll=1 order by col2);
WARNING: (PG-DML-005)DELETEZEIF HIORDER BY FH]
HINT: isEB{iHdeleteifd &) BJorder by &)

postgres=# update t2 set coll=1 where id in (select id from tl where coll=0 order by colZ);
WARNING: (PG-DML-001)updateZEiFHIorder by F 5]

HINT: iEZBliHupdatei® & #order by 5]

UPDATE 1000
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Thanks!






