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About Me
● Chief Engineer of PingCAP
● Open sources: go-mysql, go-mysql-elasticsearch, LedisDB, etc.
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Error can happen anywhere, at anytime!!!

● Unit test is not enough
● Integration test is not enough
● Performance test is not enoughACMUG&CRUG 2018
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Chaos Engineering
1. Study the stable status of the system, usually through Monitor and Statistics
2. Inject a fault to disturb the system
3. Study the unstable status of the system and analyze the results
4. Repeat step 1 to 3
5. Automate  
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Common
● kill
● kill -9
● SIGSTOP, SIGCONT
● renice
● Maxing out CPU
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Network
● Drop
● Reject
● Delay
● Reorder
● Full
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Disk
● libfuse
● libfiu
● rm -rf 
● echo 0 > file
● NoSpace
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Kernel Fault Injection
Need rebuild kernel with fault injection support 

echo 1 > /sys/block/vdb/vdb1/make-it-fail
mount debugfs /debug -t debugfs
cd /debug/fail_make_request
echo 10 > interval # interval
echo 100 > probability # 100% probability
echo -1 > times # how many times: -1 means no limit

> Buffer I/O error on device vdb1, logical block 32538624
> lost page write due to I/O error on vdb1
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Kernel Fault Injection
echo 1 > cache-filter
echo 1 > /sys/kernel/slab/ext4_inode_cache/failslab
echo N > ignore-gfp-wait
echo -1 > times
echo 100 > probability 

> cp linux-3.10.1.tar.xz linux-3.10.1.tar.xz.6
> cp: cannot create regular file ‘linux-3.10.1.tar.xz.6’: 
Cannot allocate memory
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Systemtap
probe vfs.read.return {
    if (target() != pid()) next
    udelay(300)
}

probe vfs.write.return {
    if (target() != pid()) next
    udelay(300)
}
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Systemtap
probe vfs.read.return {
    if (target() != pid()) next
    // Interrupted by a signal
    $return = -4
}

probe vfs.write.return {
    if (target() != pid()) next
    // No space
    $return = -28
}
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Fail
● Go fail - https://github.com/coreos/gofail
● Rust fail - https://github.com/pingcap/fail-rs

// Ingest a failure
fn save_snapshot() {
    save_data();
    fail_point!("snapshot");
    save_meta();
}
// Run and Trigger the failure panic
FAILPOINTS=snapshot=panic(msg) cargo run
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Namazu   
● Filesystem Inspector - Use Fuse to delay or inject faults
● Ethernet Inspector - Use iptables to drop or delay packages
● Process Inspector - Change scheduler attributes
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Jepsen   
● Run Nemesis to disturb a cluster
● Record the request and response
● Verify the linearizability of history

Focus on network and linearizability testingACMUG&CRUG 2018
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In Ancient Time...ACMUG&CRUG 2018



Deploy Cluster Run Test Cases

Inject FaultsPrepare Machines

Build Binary Watch Results
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We need automationACMUG&CRUG 2018
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TLA+
https://github.com/pingcap/tla-plusACMUG&CRUG 2018

https://github.com/pingcap/tla-plus
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Automating Failure TestACMUG&CRUG 2018



For Fault-Tolerance System
Fault-Tolerance is RedundancyACMUG&CRUG 2018



Lineage
1. Starts with a successful outcome. Work 

backwards.
2. Ask why it happened: Lineage
3. Convert lineage to a boolean formula and 

solve
4. Lather, rinse and repeat
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Fail point: [{A}, {PF}, {B}, {P, PF}, {R, A}, {R, B}...]
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1. How to define Success?
2. Idempotence
3. Narrow Scope
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Something wrong!!!
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Oasis

Datasource 
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Oasis
How can we find the anomaly automatically?

● iForest Model 

1. Learn the history metrics, extract a features vector
2. Use iForest model to train the history and get a predict
3. Check current metric feature match predict, if not, sometime maybe wrong.ACMUG&CRUG 2018



Thank you!

We are hiring!
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