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Container in testing

AGENDA

Fuzzing[1] 

OSS-Fuzz[2]
Demo：add project to oss-fuzz

How to contribute to oss-fuzz
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Open source software 
severe vulnerabilities 
2017
● WPA KRACK[3] - 

wpa_supplicant/hostapd
● Bluetooth BlueBorne[4] - kernel
● The stack slash[5] - sudo,at,ld...etc2016

● Dirty cow[6] - kernel

2015
● GHOST[7] - glibc

2014
● Shellshock[8] - bash
● Heartbleed[9] - openssl

What could we do
to contribute to OSS security?
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Fuzzing（模糊测试）

Fuzzing is an automated software 
testing technique that involves 
providing invalid, unexpected, or 
random inputs to a program.

What is fuzzing
Near 22%(58/264 Jul. to Sep.) 
vulnerabilities are claimed found 
by fuzzing in oss-security[10] 
mail list.

Simple but powerful
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Fuzzing
How to fuzzing

Data Program Failure & Exceptions Vulnerability
Invalid, unexpected, random Crash, overflows, mem leak

Advantages
● Automatically executed.
● Powerful to find security 

issue.
● Simple to start.

Challenges
● Fuzzing ENVs(fuzzers)
● Execution  ENV isolated.
● Resource control



INSERT DESIGNATOR, IF NEEDED6

Fuzzing in container
Advantages of container

● Fast & easy deployment
● Lightweight Virtualization
● Cgroup resource control
● Quick boot and shut-off

● Fuzzing ENVs(fuzzers)
● Execution  ENV isolated.
● Resource control

What if 
fuzzing + container + cloud ?

Limitations: cannot provide complex environment for system or 
integration test.
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OSS-FUZZ
What is oss-fuzzing

Continuous fuzzing framework for open source software in C/C++, 
aims to make common open source software more secure and stable 
by combining modern fuzzing techniques and scalable distributed 
execution.

Features:
● Multiple fuzzer engines:  libFuzzer[11] , afl[12], honggfuzz[13].
● Multiple sanitizers: address[14]/memory[15]/undefined[16].
● Fuzzing execution and reporting by ClusterFuzz[17].
● Fuzzing under docker.
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OSS-FUZZ
Process Overview[18]
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OSS-FUZZ
Achievement

From Dec,2016 to Sep,2017:

● 92 open source software projects integrated.
● 1843 non-security bugs found and fixed.
● 585 security bugs found and fixed.
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Contribute to oss-fuzz
Developer workflow

Get agreement
from proj owner

Yes Commit fuzzing 
code in oss-fuzz

Yes
Register in CLA[19]

Yes

Check build 
status[21]

No

Yes

Check Crash

Track in issue 
tracker[20]

Fix bug upstream (contain 
'Credit to OSS-Fuzz')

Yes
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Demo：add project to oss-fuzz
Code structure

Project code is located in projects/<project_name>
Mandatory files:
● project.yaml: project metadata file.
● Dockerfile: Provides docker env preparation.
● build.sh: Build project and its fuzzer. 

Optional files(Or provide in upstream repository):
● Fuzzer.cc: Provides fuzzer code.
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Demo：add project to oss-fuzz
Project metadata file

Attributes:
● homepage: Project's homepage.
● primary_contact, auto_ccs:  Primary contact and CCs list.
● sanitizers (optional) - List of sanitizers to use.

○ address: detect memory issues like mem-leak, buffer overflow, 
use-after-free, double-free

○ memory: detect uninitialized reads.
○ undefined: detect misaligned or null pointer, int or float overflow

homepage: "https://curl.haxx.se/"
primary_contact: "daniel@haxx.se"
auto_ccs:
  - "daniel.haxx@gmail.com"
sanitizers:
  - address

Example:
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Demo：add project to oss-fuzz
Docker env

Steps:
1. Pull image with clang toolchain and fuzzer engines.

2. Set maintainer for this file.
3. Install required packages for building project.
4. Pull upstream codes.
5. (Optional)Copy build script and fuzzer codes to container.

FROM gcr.io/oss-fuzz-base/base-builder
MAINTAINER YOUR_EMAIL
RUN apt-get update && apt-get install -y ...
RUN git clone <git_url> <checkout_dir>
WORKDIR <checkout_dir>
COPY build.sh fuzzer.cc $SRC/

Example:
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Demo：add project to oss-fuzz
Fuzzer

Build fuzzing code with fuzzing engine(e.g libFuzzer)
Code example(libFuzzer)

bool FuzzMe(const uint8_t *Data, size_t DataSize) {

  return DataSize >= 3 &&

      Data[0] == 'F' &&

      Data[1] == 'U' &&

      Data[2] == 'Z' &&

      Data[3] == 'Z';  // :‑<

}

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data, size_t Size) {

  FuzzMe(Data, Size);

  return 0;

}
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Demo：add project to oss-fuzz
Build script

To build project and fuzzer.

build.sh example:
#!/bin/bash -eu

# configure scripts usually use correct environment variables.

./configure --enable-static  # build static libraries

make clean

make -j$(nproc) all

$CXX $CXXFLAGS -std=c++11 -I src/  $SRC/parse_fuzzer.cc -o  

OUT/parse_fuzzer \  -lFuzzingEngine .libs/libXX.a # build fuzzer with static libraries
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Demo：add project to oss-fuzz
Testing locally(in oss-fuzz repo dir)

● Build docker image(you may need to set proxy first)
python infra/helper.py build_image $PROJECT_NAME

● Build fuzzer
python infra/helper.py build_fuzzers --sanitizer <address/memory/undefined> $PROJECT_NAME

● Run fuzzer
python infra/helper.py run_fuzzer $PROJECT_NAME <fuzz_target>

● Run coverage
python infra/helper.py coverage $PROJECT_NAME <fuzz_target>
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Demo：add project to oss-fuzz
ClusterFuzz

ClusterFuzz is the distributed fuzzing execution and reporting 
infrastructure behind OSS-Fuzz. 

Web interface of ClusterFuzz:
● Testcase reports
● Fuzzer stats
● Coverage reports
● Performance analyzer
● Crash stats



INSERT DESIGNATOR, IF NEEDED18

Demo：add project to oss-fuzz
ClusterFuzz: build status 
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Demo：add project to oss-fuzz
Cluster fuzz: Crash report
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Demo：add project to oss-fuzz
ClusterFuzz: Code coverage
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Demo：add project to oss-fuzz
ClusterFuzz:Performance

date perf_report logs
tests_execut

ed
total_crashe

s
new_crashe

s
known_cras

hes edge_cov

Oct 18, 2017 Performance Logs 676,631,973 0 0 0
26.99% 
(1561/5783)

func_cov cov_report

corpus_sizeSize of the 
minimized corpus 

generated based on 
code coverage (number 
of testcases and total 

size on disk)
corpus_ba

ckup
avg_exec_p

er_sec
new_test
s_added

slowest_te
st_time_se

c
peak_m
em_mb

oom_coun
t

42.19% 
(154/365) Coverage 501 (69 KB) Download 392.178 15,616 0 135 0

https://oss-fuzz.com/v2/performance-report/libFuzzer_augeas_escape_name_fuzzer/libfuzzer_asan_augeas/2017-10-18
https://oss-fuzz.com/gcsviewer?path=gs%3A%2F%2Faugeas-logs.clusterfuzz-external.appspot.com%2FlibFuzzer_augeas_escape_name_fuzzer%2Flibfuzzer_asan_augeas%2F2017-10-18
https://oss-fuzz.com/coverage_report/fuzzer/libFuzzer_augeas_escape_name_fuzzer/2017-10-18
https://oss-fuzz.com/gcsviewer?path=gs%3A%2F%2Faugeas-corpus.clusterfuzz-external.appspot.com%2FlibFuzzer%2Faugeas_escape_name_fuzzer%2F
https://oss-fuzz.com/gcsviewer?path=gs%3A%2F%2Faugeas-backup.clusterfuzz-external.appspot.com%2Fcorpus%2FlibFuzzer%2Faugeas_escape_name_fuzzer%2Faugeas_escape_name_fuzzer_minimized_corpus-2017-10-18T19%3A22%3A41.853431.zip
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Demo：add project to oss-fuzz
Issue tracker
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17. ClusterFuzz: https://github.com/google/oss-fuzz/blob/master/docs/clusterfuzz.md
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19. CLA(Contributor License Agreement): https://cla.developers.google.com/

20. Issue tracker: https://bugs.chromium.org/p/oss-fuzz/issues/list
21. ClusterFuzz build status: https://oss-fuzz-build-logs.storage.googleapis.com/index.html
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Q&A

● What is fuzzing
● Advantages of fuzzing with 

container and cloud
● What is oss-fuzz
● How to contribute to oss-fuzz

Summary



THANK YOU


