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SQL审核：落实规范解决SQL质量问题

• 基于前端开发的SQL审核服务 – 实现优化前置
– SQL是一项专业的技能 – Oracle SQL Language Reference ~ 2000 页
– 由于开发人员的技能差异、变化频繁，很多SQL隐患在开发环节被埋入系统；
– SQL审核通过专业的工具和SQL专家服务，帮助用户守住上线关卡，实现规范落地；

300% SQL执行效率大幅提升
应用系统效率大幅提升
系统资源充分利用

SQL中子查询使用的是否合理

表连接方式及顺序是否合理

执行计划是否有效

SQL编写是否符合统一标准

以表为单位，搜集SQL的Access Path。
通过对其进行综合性的分析，设计出最佳
索引。
实现以最少的索引个数满足最多读取要求
的目标。
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疏忽 – SQL疏忽引发的性能故障

• 持续的性能优化是系统高效的保障
– 通过趋势分析发现系统的改变；
– 通过AWR、SQL报告定位问题；
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疏忽– SQL疏忽引发的性能故障

• AWR快速分析锁定问题根源
– 从逻辑读出发进行SQL筛查
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疏忽– SQL疏忽引发的性能故障

• 开发疏忽需要通过流程防范和审核
– 通过执行计划审核可以提前发现问题

缺少（）的Or展
开导致了逻辑错
误和性能问题
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技能：SQL编写不规范引发故障案例
• 在大规模的开发团队，规范的制定、贯彻与落实，都面临着巨大的挑战。

子查询和父查询使用了相同的表别名，导致查询
歧义，结果集错误，导致笛卡尔积；
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技能：SQL编写不规范引发故障案例

• 别名不规范导致的笛卡尔积消除
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专业 - 从简单改进到专业改写

• 并行更新成为系统瓶颈 2.5小时



云和恩墨 成就所托

专业 - 从简单改进到专业改写

• SQL的基本逻辑分析
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update /*+parallel(b, 8)*/ acc_bill b
set brand = (select brand from USER where serv_id = b.serv_id )
, plan_id = (select plan_id from USER where serv_id = b.serv_id )

where b.serv_id in( select /*+parallel(c, 8)*/ serv_id from USER c   )

专业 - 从简单改进到专业改写
2.5分钟

update acc_bill b
set (brand, plan_id) = (

select brand , plan_id
from USER where serv_id = b.serv_id )

where b.serv_id in (select serv_id from USER c ) 

第一次迭代

1.2分钟

update (      select a.brand brand_a
, a.plan_id plan_id_a
, b.brand, b.plan_id

from acc_bill b , user  a
where b.serv_id = a.serv_id )

set brand     = brand_a , plan_id = plan_id_a;

第二次迭代 830 毫
秒
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深入 – Non Key-Preserved Table

Ora-01779错误解析：造成这个错误的原因是更新的列不是事实表的列，而是维度表的列。Oracle要确保连接后更

新的内容可以写到一张表中，而这就要求连接方式必须是1对N或者1对1的连接。这样才能确保连接后的结果集数量

和事实表一致。从而使得Oracle对连接后子查询的更新可以顺利的更新到事实表中。
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深入 – Update的权限

• 权限需求差异

SQL> create user enmotech identified by enmotech;
SQL> grant create session to enmotech;
SQL> connect enmotech/enmotech
Connected.
SQL> connect eygle/eygle
SQL> create public synonym bill for eygle.bill;
SQL> create public synonym users for eygle.users;
SQL> grant select,update on bill to enmotech;

Grant succeeded.
SQL> grant select on users to enmotech;

Grant succeeded.

SQL> connect enmotech/enmotech
SQL> update (

2  select a.brand brand_a , a.plan_id plan_id_a
3 , b.brand , b.plan_id
4 from bill b
5 , users a
6 where a.serv_id = b.serv_id
7 )
8 set brand     = brand_a , plan_id = plan_id_a;

ERROR at line 5:
ORA-01031: insufficient privileges

SQL> update bill b
2  set (brand, plan_id) = (
3  select brand , plan_id
4    from users where serv_id = b.serv_id )
5   where b.serv_id in (select serv_id from users c )
6  /

13639 rows updated.
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• 我们可以更彻底一点

深入 – Update的权限

SQL> connect eygle/eygle
Connected.
SQL> revoke update on bill from enmotech;
Revoke succeeded.

SQL> update (
2  select a.brand brand_a
3  , a.plan_id plan_id_a
4  , b.brand
5  , b.plan_id
6  from bill b
7  , users a
8  where a.serv_id = b.serv_id
9  )

10  set brand     = brand_a , plan_id = plan_id_a;
, users a

*
ERROR at line 7:
ORA-01031: insufficient privileges

SQL> update (
2  select a.brand brand_a
3  , a.plan_id plan_id_a
4  , b.brand
5  , b.plan_id
6  from users a,
7  bill b
8  where a.serv_id = b.serv_id
9  )

10  set brand     = brand_a, plan_id = plan_id_a;
bill b
*

ERROR at line 7:
ORA-01031: insufficient privileges

SQL> connect enmotech/enmotech
SQL> update

2  (with tmp as (
3  select a.brand brand_a
4  , a.plan_id plan_id_a
5  , b.brand
6  , b.plan_id
7  from bill b
8  , users a
9  where a.serv_id = b.serv_id)

10  select * from tmp
11  )
12  set brand = brand_a,plan_id = plan_id_a;

13639 rows updated.
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• 我们可以看清晰一点

深入 – Update的权限

SQL> connect eygle/eygle
Connected.
SQL> revoke update on bill from enmotech;
Revoke succeeded.

SQL> update (
2  select a.brand brand_a
3  , a.plan_id plan_id_a
4  , b.brand
5  , b.plan_id
6  from bill b
7  , users a
8  where a.serv_id = b.serv_id
9  )

10  set brand     = brand_a , plan_id = plan_id_a;
, users a

*
ERROR at line 7:
ORA-01031: insufficient privileges

SQL> update (
2  select a.brand brand_a
3  , a.plan_id plan_id_a
4  , b.brand
5  , b.plan_id
6  from users a,
7  bill b
8  where a.serv_id = b.serv_id
9  )

10  set brand     = brand_a, plan_id = plan_id_a;
bill b
*

ERROR at line 7:
ORA-01031: insufficient privileges

SQL> connect enmotech/enmotech
SQL> update

2  (with tmp as (
3  select a.brand brand_a
4  , a.plan_id plan_id_a
5  , b.brand
6  , b.plan_id
7  from bill b
8  , users a
9  where a.serv_id = b.serv_id)

10  select * from tmp
11  )
12  set brand = brand_a,plan_id = plan_id_a;

13639 rows updated.

SQL> connect enmotech/enmotech
SQL> update

2  (with tmp as (
3  select a.brand brand_a
4  , a.plan_id plan_id_a
5  , b.brand
6  , b.plan_id
7  from bill b
8  , users a
9  where a.serv_id = b.serv_id)

10  select * from tmp
11  )
12  set brand = brand_a,plan_id = plan_id_a;

13639 rows updated.

⼩伙伴惊呆了，这不科学！
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深入 – Update的权限

• 新的特性带来新的风险
– 该漏洞影响范围非常广泛，包括在国内最常见的11.2.0.3，11.2.0.4，12.1等版本；
– 该漏洞在2014年7月的CPU中被修正，但是如果用户未应用该CPU，则漏洞仍然存
在；

– 强烈建议您检查所有Oracle数据库，确认是否存在该安全风险；



云和恩墨 成就所托

存储 - 架构优化提升整体性能

• 32x性能提升
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技巧 – 需要熟悉Oracle的SQL特点

• SQL优化从35分钟到16秒 – 150X
select /*+rule*/ '没有游离库存' flag 

, e.OPCODE
, e.GOODSNAME
, e.GOODSTYPE
, e.PRODAREA
, <last_qty>
, <now_qty>

from (
select distinct goodsid
from BMS_SA_QTYSPLIT_LST

where pf_splitflag(goodsid) = 1 
) t     , 

pub_goods e 
where t.goodsid = e.goodsid;
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技巧 – 需要熟悉Oracle的SQL特点

• SQL优化从35分钟到16秒 – 150X
– Last_qty 和 Now_qty

a.credate between
to_date('2014/10/01 00:00:00',
'yyyy/mm/dd hh24:mi:ss') 

and
to_date('2014/10/31 23:59:59',
'yyyy/mm/dd hh24:mi:ss')

a.credate between
to_date('2014/11/01 00:00:00', 
'yyyy/mm/dd hh24:mi:ss') 
and
to_date('2014/11/18 23:59:59', 
'yyyy/mm/dd hh24:mi:ss')
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技巧 – 需要熟悉Oracle的SQL特点

• SQL优化从35分钟到16秒 – 150X
– Last_qty 和 Now_qty 数据整合

select '没有游离库存' flag
, f.OPCODE
, f.GOODSNAME
, f.GOODSTYPE
, f.PRODAREA

, sum(decode(to_char(e.credate, 'yyyy/mm'), 
'2014/10', e.goodsqty, null)) last_qty

, sum(decode(to_char(e.credate, 'yyyy/mm'), 
'2014/11', e.goodsqty, null)) now_qty

from gzmpcmis.pub_goods f
,< last_qty + now_qty> e
, (

select distinct goodsid
from gzmpcmis.BMS_SA_QTYSPLIT_LST
where gzmpcmis.pf_splitflag(goodsid) = 1

) g
where f.goodsid = g.goodsid
and g.goodsid = e.goodsid(+)

group by f.goodsid, f.OPCODE, f.GOODSNAME,f.GOODSTYPE
, f.PRODAREA
order by f.opcode;

a.credate between
to_date('2014/10/01 00:00:00', 
'yyyy/mm/dd hh24:mi:ss') and
to_date('2014/11/18 23:59:59', 
'yyyy/mm/dd hh24:mi:ss')
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技巧 – 需要熟悉Oracle的SQL特点

• SQL从35分钟到16秒 – 150X
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架构 - 一条SQL语句引发的血案

• 单条SQL引发雪崩-导致系统不可用



云和恩墨 成就所托

架构 - 98% LR - 单条SQL消耗

• 通过AWR报告定位Top SQL
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架构 – 窥一斑而知SQL全貌
SELECT UNICARD_NO 
FROM TF_R_UNICARD 
WHERE PRESENT_TAG = '0' 
AND LIMIT_DATE + 0 > SYSDATE + 90 
AND UNICARD_STATE||NULL = '0' 
AND UNICARD_VALCODE||NULL = :B3 
AND ROWNUM <= :B2 
AND RESERVED1 = :B1 
AND (RESERVED2 <> ‘99’ OR RESERVED2 IS NULL) FOR UPDATE

FOR UPDATE锁表？
LOCAL索引访问效率低？
ROWNUM绑定变量的值改变？
COUNT STOPKEY没有生效？

SELECT UNICARD_NO
FROM TF_R_UNICARD 
WHERE PRESENT_TAG = '0' 
AND LIMIT_DATE + 0 > SYSDATE + 90 
AND UNICARD_STATE||NULL = '0' 
AND UNICARD_VALCODE||NULL = :B3 
AND ROWNUM <= :B2 
AND RESERVED1 = :B1 
AND (RESERVED2 <> ‘99’ OR RESERVED2 IS NULL) FOR UPDATE

PARTITION HASH ALL

SELECT UNICARD_NO 
FROM TF_R_UNICARD 
WHERE PRESENT_TAG = '0' 
AND LIMIT_DATE + 0 > SYSDATE + 90 
AND UNICARD_STATE||NULL = '0' 
AND UNICARD_VALCODE||NULL = :B3 
AND ROWNUM <= :B2
AND RESERVED1 = :B1 
AND (RESERVED2 <> ‘99’ OR RESERVED2 IS NULL) FOR UPDATE
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架构 – 数据架构设计形成逻辑炸弹
SQL> SELECT UNICARD_NO 

2  FROM UCR_CARD_01.TF_R_UNICARD PARTITION(P1)
3  WHERE PRESENT_TAG = '0' 
4  AND LIMIT_DATE + 0 > SYSDATE + 90 
5  AND UNICARD_STATE||NULL = '0' 
6  AND UNICARD_VALCODE||NULL = '04'
7  AND ROWNUM <= 1 
8  AND RESERVED1 = '0422' 
9  AND (RESERVED2 <> '99' OR RESERVED2 IS NULL) ;

no rows selected

SQL> SELECT UNICARD_NO 
2  FROM UCR_CARD_01.TF_R_UNICARD PARTITION(P2)
3  WHERE PRESENT_TAG = '0' 
4  AND LIMIT_DATE + 0 > SYSDATE + 90 
5  AND UNICARD_STATE||NULL = '0' 
6  AND UNICARD_VALCODE||NULL = '04'
7  AND ROWNUM <= 1 
8  AND RESERVED1 = '0422' 
9  AND (RESERVED2 <> '99' OR RESERVED2 IS NULL) ;

no rows selected

SQL> SELECT UNICARD_NO 
2  FROM UCR_CARD_01.TF_R_UNICARD PARTITION(P3)
3  WHERE PRESENT_TAG = '0' 
4  AND LIMIT_DATE + 0 > SYSDATE + 90 
5  AND UNICARD_STATE||NULL = '0' 
6  AND UNICARD_VALCODE||NULL = '04'
7  AND ROWNUM <= 1 
8  AND RESERVED1 = '0422' 
9  AND (RESERVED2 <> '99' OR RESERVED2 IS NULL) ;

no rows selected

SQL> SELECT UNICARD_NO 
2  FROM UCR_CARD_01.TF_R_UNICARD PARTITION(P4)
3  WHERE PRESENT_TAG = '0' 
4  AND LIMIT_DATE + 0 > SYSDATE + 90 
5  AND UNICARD_STATE||NULL = '0' 
6  AND UNICARD_VALCODE||NULL = '04'
7  AND ROWNUM <= 1 
8  AND RESERVED1 = '0422' 
9  AND (RESERVED2 <> '99' OR RESERVED2 IS NULL) ;

no rows selected

SQL> SELECT UNICARD_NO 
2  FROM UCR_CARD_01.TF_R_UNICARD PARTITION(P5)
3  WHERE PRESENT_TAG = '0' 
4  AND LIMIT_DATE + 0 > SYSDATE + 90 
5  AND UNICARD_STATE||NULL = '0' 
6  AND UNICARD_VALCODE||NULL = '04'
7  AND ROWNUM <= 1 
8  AND RESERVED1 = '0422' 
9  AND (RESERVED2 <> '99' OR RESERVED2 IS NULL) ; 

UNICARD_NO
----------------------------------------
XXXXXXXXXXXXXX
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架构 - 缩减数据的访问范围
SQL> ALTER SESSION FORCE PARALLEL DDL;

Session altered.

SQL> CREATE INDEX IND_UNICARD_RES_VALCODE_DATE ON TF_R_UNICARD

2  (RESERVED1, UNICARD_VALCODE||NULL, UNICARD_STATE||NULL, LIMIT_DATE + 0) PARALLEL 8 ONLINE;

Index created.

SQL> ALTER INDEX IND_UNICARD_RES_VALCODE_DATE NOPARALLEL;

Index altered.
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DevOps：自顶至下的融合运维
在企业系统开发建设中，最为重要的环节是

业务流程分析、数据模型构建与应用质量控制。

企业的数据系统应当始终以数据模型基础、以

SQL质量为核心，进行高效的应用程序设计与开

发。

在企业系统运维管理中，围绕数据核心，开

展维保、优化以及顶层的数据治理、数据资产管

理等服务。而系统优化常常可以为系统带来数百

、上千倍的性能提升，改善用户体验、节约企业

投资。
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DBA 职业发展路径
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DBA 职业发展路径
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DBA 职业发展路径
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DBA 职业发展路径
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DBA 职业发展路径
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坚持迎美好 ⾃律赢未来

⼀位每天陪你奔跑 10公⾥的伙伴
侯圣⽂@secooler


